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1.

1.1.

System and memory architecture

The GD32F5xx series are 32-bit general-purpose microcontrollers based on the Arm®
Cortex®-M33 processor. The Arm® Cortex®-M33 processor includes two AHB buses known as
Code and System buses. All memory accesses of the Arm® Cortex®-M33 processor are
executed on these two buses according to the different purposes and the target memory
spaces. The memory organization uses a Harvard architecture, pre-defined memory map and
up to 4 GB of memory space, making the system flexible and extendable.

Arm® Cortex®-M33 processor

The Cortex®-M33 processor is a 32-bit processor that possesses low interrupt latency and
low-cost debug. The characteristics of integrated and advanced make the Cortex®-M33
processor suitable for market products that require microcontrollers with high performance
and low power consumption. The Cortex®-M33 processor is based on the Armv8 architecture
and supports a powerful and scalable instruction set including general data processing 1/O
control tasks, advanced data processing bit field manipulations and DSP. Some system
peripherals listed below are also provided by Cortex®-M33:

B Internal Bus Matrix connected with Code bus, System bus, and Private Peripheral Bus
(PPB) and debug accesses

Nested Vectored Interrupt Controller (NVIC)
Breakpoint Unit (BPU)

Data Watchpoint and Trace (DWT)
Instrumentation Trace Macrocell (ITM)
Serial Wire JTAG Debug Port (SWJ-DP)
Trace Port Interface Unit (TPIU)

Memory Protection Unit (MPU)

Floating Point Unit (FPU)

DSP Extension (DSP)

The following figure Figure 1-1. The structure of the Cortex®-M33 processor shows the

Arm® Cortex®-M33 processor block diagram. For more information, refer to the Arm® Cortex®-
M33 Technical Reference Manual.
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Figure 1-1. The structure of the Cortex®-M33 processor
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1.2. System architecture

A 32-bit multilayer bus is implemented in the GD32F5xx devices, which enables parallel
access paths between multiple masters and slaves in the system. The multilayer bus consists
of an AHB interconnect matrix, one AHB bus and two APB buses. The interconnection

relationship of the AHB interconnect matrix is shown below. In the following table, “1” indicates
the corresponding master is able to access the corresponding slave through the AHB
interconnect matrix, while the blank means the corresponding master cannot access the

corresponding slave through the AHB interconnect matrix.

This architecture is shown in Table 1-1. Bus Interconnection Matrix.

Table 1-1. Bus Interconnection Matrix

CBUS

SBUS

DMAOM

DMAOP

DMA1IM

DMA1P

ENET

TLI

USBHS

IPA

FMC 1

1

TCMSRAM 1
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CBUS SBUS |DMAOM |DMAOP |DMA1M|DMALP | ENET | TLI | USBHS | IPA
SRAMO 1 1 1 1 1 1 1 1 1
SRAM1 1 1 1 1 1 1 1 1
SRAM2 1 1 1 1 1 1 1 1
ADDSRAM 1 1 1 1 1 1 1 1 1
EXMC 1 1 1 1 1 1 1 1 1
AHB1 1 1 1
AHB2 1 1 1
APB1 1 1 1 1
APB2 1 1 1 1

As is shown above, there are ten masters connected with the AHB interconnect matrix,
including CBUS, SBUS, DMAOM, DMAOP, DMA1M, DMA1P, ENET, TLI, USBHS and IPA.
CBUS is the code bus of the Cortex®-M33 core, which is used for any instruction fetch and
data access to the Code region. Similarly, SBUS is the system bus of the Cortex®-M33 core,
which is used for instruction/vector fetches, data loading/storing and debugging access of the
system regions. The System regions include the internal SRAM region and the Peripheral
region. DMAOM and DMA1M are the memory buses of DMAO and DMAL respectively.
DMAOP and DMALP are the peripheral buses of DMAO and DMAL respectively. ENET is the
Ethernet. TLI is the TFT LCD interface. USBHS is the high-speed USB. And IPA is the image
processing accelerator.

There are also eleven slaves connected with the AHB interconnect matrix, including FMC,
TCMSRAM, SRAMO, SRAM1, SRAM2, ADDSRAM, EXMC, AHB1, AHB2, APB1 and APB2.
FMC is the flash memory controller. TCMSRAM is the tightly-coupled memory SRAM. SRAMO,
SRAM1 and SRAM2 are on-chip static random access memories. ADDSRAM is the additional
SRAM, which is available only in some particular GD32F5xx devices. EXMC is the external
memory controller. AHB1 and AHB2 are the two AHB buses connected with all of the AHB
slaves, while APB1 and APB2 are the two APB buses connected with all of the APB slaves.

The two APB buses connect with all the APB peripherals. APB1 is up to 50MHz, APB2
operates up to 100MHz depending on the device.

The system architecture of GD32F5xx devices is shown in the Figure 1-2. The system

architecture of GD32F5xx devices.
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Figure 1-2. The system architecture of GD32F5xx devices
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1.3.

Memory map

The Arm® Cortex®-M33 processor is structured in Harvard architecture which can use

separate buses to fetch instructions and load/store data. Program memory, data memory,

registers and I/O ports are organized within the same linear 4-Gbyte address space which is
the maximum address range of the Cortex®-M33 since the bus address width is 32-bit.
Additionally, a pre-defined memory map is provided by the Cortex®-M33 processor to reduce

the software complexity of repeated implementation of different device vendors. In the map,

some regions are used by the Arm® Cortex®-M33 system peripherals which can not be

modified. However, the other regions are available to the vendors. Table 1-2. Memory map

of GD32F5xx devices shows the memory map of the GD32F5xx devices, including Code,

SRAM, peripheral, and other pre-defined regions. Almost each peripheral is allocated 1KB of

space. This allows simplifying the address decoding for each peripheral.

Table 1-2. Memory map of GD32F5xx devices

Pre-defined .
_ Bus Address Peripherals
Regions
0xC000 0000 - OXDFFF FFFF EXMC - SDRAM
External
) 0xA000 1000 - OXBFFF FFFF Reserved
Device
AHB 0xA000 0000 - 0xA000 OFFF EXMC - SWREG
- 0x9000 0000 - OX9FFF FFFF EXMC - PC CARD
matrix
External 0x7000 0000 - Ox8FFF FFFF EXMC - NAND
RAM EXMC — NOR / PSRAM /
0x6000 0000 - OX6FFF FFFF
SRAM
0x5006 3000 - OX5FFF FFFF Reserved
0x5006 1000 - 0x5006 2FFF PKCAU
0x5006 0CO0O0 - 0x5006 OFFF Reserved
0x5006 0800 - 0x5006 OBFF TRNG
0x5006 0400 - 0x5006 O7FF HAU
AHB2
0x5006 0000 - 0x5006 03FF CAU
0x5005 0400 - 0x5005 FFFF Reserved
0x5005 0000 - 0x5005 03FF DCI
Peripheral 0x5004 0000 - 0x5004 FFFF Reserved
0x5000 0000 - 0x5003 FFFF USBFS
0x4008 0000 - Ox4FFF FFFF Reserved (AHB1)
0x4004 0000 - 0x4007 FFFF USBHS
0x4002 BCOO - 0x4003 FFFF Reserved
AHB1 0x4002 BOOO - 0x4002 BBFF IPA
0x4002 A00O0 - 0x4002 AFFF Reserved
0x4002 8000 - 0x4002 9FFF ENET
0x4002 6800 - 0x4002 7FFF Reserved
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Pre-defined

Regions

Bus Address Peripherals
0x4002 6400 - 0x4002 67FF DMA1
0x4002 6000 - 0x4002 63FF DMAO
0x4002 5000 - 0x4002 5FFF Reserved
0x4002 4000 - 0x4002 4FFF BKPSRAM
0x4002 3C00 - 0x4002 3FFF FMC
0x4002 3800 - 0x4002 3BFF RCU
0x4002 3400 - 0x4002 37FF Reserved
0x4002 3000 - 0x4002 33FF CRC
0x4002 2C00 - 0x4002 2FFF Reserved
0x4002 2800 - 0x4002 2BFF Reserved
0x4002 2400 - 0x4002 27FF Reserved
0x4002 2000 - 0x4002 23FF GPIOI
0x4002 1C00 - 0x4002 1FFF GPIOH
0x4002 1800 - 0x4002 1BFF GPIOG
0x4002 1400 - 0x4002 17FF GPIOF
0x4002 1000 - 0x4002 13FF GPIOE
0x4002 0C00 - 0x4002 OFFF GPIOD
0x4002 0800 - 0x4002 OBFF GPIOC
0x4002 0400 - 0x4002 O7FF GPIOB
0x4002 0000 - 0x4002 03FF GPIOA
0x4001 8400 - 0x4001 FFFF Reserved
0x4001 8000 - 0x4001 83FF Reserved
0x4001 7C00 - 0x4001 7FFF Reserved
0x4001 7800 - 0x4001 7BFF Reserved
0x4001 7400 - 0x4001 77FF Reserved
0x4001 7000 - 0x4001 73FF Reserved
0x4001 6C00 - 0x4001 6FFF Reserved
0x4001 6800 - 0x4001 6BFF TLI
0x4001 5C00 - 0x4001 67FF Reserved

APB2
0x4001 5800 - 0x4001 5BFF SAl
0x4001 5400 - 0x4001 57FF SPI5
0x4001 5000 - 0x4001 53FF SPl4
0x4001 4C00 - 0x4001 4FFF Reserved
0x4001 4800 - 0x4001 4BFF TIMER10
0x4001 4400 - 0x4001 47FF TIMER9
0x4001 4000 - 0x4001 43FF TIMERS8
0x4001 3CO00 - 0x4001 3FFF EXTI
0x4001 3800 - 0x4001 3BFF SYSCFG
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Pre-defined

Regions

Bus Address Peripherals
0x4001 3400 - 0x4001 37FF SPI3
0x4001 3000 - 0x4001 33FF SPIO
0x4001 2C00 - 0x4001 2FFF SDIO
0x4001 2800 - 0x4001 2BFF Reserved
0x4001 2400 - 0x4001 27FF Reserved
0x4001 2000 - 0x4001 23FF ADC
0x4001 1CO00 - 0x4001 1FFF Reserved
0x4001 1800 - 0x4001 1BFF Reserved
0x4001 1400 - 0x4001 17FF USARTS5
0x4001 1000 - 0x4001 13FF USARTO
0x4001 0C00 - 0x4001 OFFF Reserved
0x4001 0800 - 0x4001 OBFF Reserved
0x4001 0400 - 0x4001 O7FF TIMER7
0x4001 0000 - 0x4001 03FF TIMERO
0x4000 C800 - 0x4000 FFFF Reserved
0x4000 C400 - 0x4000 C7FF IREF
0x4000 C000 - 0x4000 C3FF Reserved
0x4000 9000 - 0x4000 BFFF Reserved
0x4000 8CO00 - 0x4000 8FFF CAN SRAM 1k-2k bytes
0x4000 8800 - 0x4000 8BFF 12C5
0x4000 8400 - 0x4000 87FF 12C4
0x4000 8000 - 0x4000 83FF 12C3
0x4000 7CO00 - 0x4000 7FFF UART7
0x4000 7800 - 0x4000 7BFF UART6
0x4000 7400 - 0x4000 77FF DAC
0x4000 7000 - 0x4000 73FF PMU

APB1
0x4000 6CO00 - 0x4000 6FFF CTC
0x4000 6800 - 0x4000 6BFF CAN1
0x4000 6400 - 0x4000 67FF CANO
0x4000 6000 - 0x4000 63FF CAN SRAM 0-1k bytes
0x4000 5C00 - 0x4000 5FFF 12C2
0x4000 5800 - 0x4000 5BFF 12C1
0x4000 5400 - 0x4000 57FF 12C0
0x4000 5000 - 0x4000 53FF UART4
0x4000 4CO00 - 0x4000 4FFF UART3
0x4000 4800 - 0x4000 4BFF USART2
0x4000 4400 - 0x4000 47FF USART1
0x4000 4000 - 0x4000 43FF 12S2_add
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Pre-defined
Regions Bus Address Peripherals

0x4000 3CO00 - 0x4000 3FFF SPI2/12S2
0x4000 3800 - 0x4000 3BFF SPI1/12S1
0x4000 3400 - 0x4000 37FF 12S1_add
0x4000 3000 - 0x4000 33FF FWDGT
0x4000 2C00 - 0x4000 2FFF WWDGT
0x4000 2800 - 0x4000 2BFF RTC
0x4000 2400 - 0x4000 27FF Reserved
0x4000 2000 - 0x4000 23FF TIMER13
0x4000 1C00 - 0x4000 1FFF TIMER12
0x4000 1800 - 0x4000 1BFF TIMER11
0x4000 1400 - 0x4000 17FF TIMERG6
0x4000 1000 - 0x4000 13FF TIMERS
0x4000 0C00 - 0x4000 OFFF TIMER4
0x4000 0800 - 0x4000 OBFF TIMER3
0x4000 0400 - 0x4000 07FF TIMER2
0x4000 0000 - 0x4000 03FF TIMER1
0x2010 0000 - Ox3FFF FFFF Reserved
0x2008 0000 - 0x200F FFFF ADDSRAM (512KB)

SRAM 0x2005 0000 - 0x2007 FFFF SRAM2(192KB)
0x2004 0000 - 0x2004 FFFF SRAM1(64KB)
0x2000 0000 - 0x2003 FFFF SRAMO(256KB)
Ox1FFF C010 - Ox1FFF FFFF Reserved
Ox1FFF C000 - Ox1FFF COOF Option bytes Block

(BankO option)

Ox1FFF BOOO - Ox1FFF BFFF Reserved
Ox1FFF 7880 - Ox1FFF AFFF Reserved
Ox1FFF 7840 - Ox1FFF 787F OTPO Block (lock)
Ox1FFF 7800 - Ox1FFF 783F OTPO Block (data)
Ox1FFF 0000 - Ox1FFF 77FF Boot loader(30KB)

Code Ox1FFE C010 - OX1FFE FFFF Reserved

Ox1FFE C000 - Ox1FFE COOF

Option bytes Block
(Bank1 option)

Ox1FF2 0230 - Ox1FFE BFFF

Reserved

Ox1FF2 0210 - Ox1FF2 022F

OTP Block2 (lock)

O0x1FF2 0200 - Ox1FF2 020F

OTP Block1 (lock)

O0x1FF2 0000 - Ox1FF2 O1FF

OTP Block?2 (data)

O0x1FFO 0000 - Ox1FF1 FFFF

OTP Block1 (data)

0x1001 0000 - OX1FEF FFFF

Reserved

0x1000 0000 - 0x1000 FFFF

TCMSRAM (64KB)
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Pre-defined .
Regions Bus Address Peripherals

0x0880 0000 - OXOFFF FFFF Reserved
0x0840 0000 - 0x0877 FFFF Main Flash(Bank1l_Ex 3584kB)
0x0820 0000 - 0x083F FFFF Main Flash(Bankl 2MB)
0x0800 0000 - 0x081F FFFF Main Flash(BankO 2MB)
0x0030 0000 - 0x07FF FFFF
0x0010 0000 - 0x002F FFFF
0x0002 0000 - 0x000F FFFE Aliased to the boot device
0x0000 0000 - 0x0001 FFFF

1.3.1. On-chip SRAM memory

The GD32F5xx series contain up to 512KB of on-chip SRAM which starts at the address
0x2000 0000. It supports byte, half-word (16 bits), and word (32 bits) accesses.

ECC

When reading and writing SRAM, it supports 7-bit ECC function. It can correct 1 bit error and
detect multiple bits (two bits) error.

It must be written before reading SRAM, otherwise it may cause ECC error. Unaligned read
operations will be performed in accordance with 32-bit read operations. Non-aligned write
operations will produce a read-modify-write process. For example, when 16-bit data is written
into SRAM, firstly the another 16-bit data is read out from the SRAM, and the 16-bit that need
to be written are combined to a 32-bit data, and finally the 32-bit data is written into the SRAM
together. Therefore, when initializing SRAM, it can only be written in a 32-bit width.

The ECC module is composed of an encoder and a decoder.

Encoder: When performing a SRAM write operation, a 7-bit ECC code will be generated and
written into the SRAM together with the data.

Decoder: When performing a SRAM read operation, it uses the same algorithm as the
encoder to decode and generate a 7-bit ECC code. The ECC code includes ECC error status
and information which specific bit of the 32-bit data has single bit error.

The decoder is shown in the figure_Figure 1-3. ECC decoder below:

Figure 1-3. ECC decoder
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SRAMECCMEIF
SRAMECCSEIF

Dataout[31:0] SRAMECCSERRBITS

Bit
Correction | Decoder
Datain[38:0]
Addr[31:0]
EEIC

The EEIC (ECC Error Interrupt Control) module provides the function of ECC error status
management and ECC interrupt configuration.

Enable ECCEN in Option byte and then By setting the SYSCFG_STAT register and
SYSCFG_SRAMOECC,SYSCFG_SRAM1ECC,SYSCFG_SRAM2ECC,SYSCFG_ADDSRA
MECC, SYSCFG_TCMSRAMECC, SYSCFG_BKPSRAMECC register can realize the ECC
error detection of SRAMO, SRAM1, SRAM2, ADDSRAM and TCMSRAM respectively. Taking
SRAMO as an example. The ECC configuration bit of SRAM1, SRAM2, ADDSRAM,
TCMSRAM , FLASH is similar to SRAMO.

Single bit error correction event
When a single-bit error correction event is detected in SRAM, EEIC:

(1) The ECCSEIFO bitin SYSCFG_STAT register will be set. Software can clear it by writing
1.

(2) The ECCADDRO bit in SYSCFG_SRAMOECC records the address where the single-bit
error correction event occurred.

Two bits non-correction error event
When a two bits non-correction error event is detected in SRAM, EEIC:

(1) The ECCMEIFO bitin SYSCFG_STAT register will be set. Software can clear it by writing
1.

(2) The ECCADDRO bit in SYSCFG_SRAMOECC records the address where the two bits
non-correction error event occurred.

Single bit error correction interrupt

Set the ECCSEIEQ bit in SYSCFG_SRAMOECC register. When a single-bit error correctable
event is detected, a corresponding interrupt will be generated.

Two bits non-correction error interrupt
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1.3.2.

1.4.

Set the ECCSEIEQ bitin SYSCFG_SRAMOECC register. When a two bits error non-correction
event is detected, a NMI interrupt will be generated.

On-chip Flash memory

The devices provide high-density on-chip flash memory, which is structured as follows:

B Up to 7680KB of main Flash memory (include Extension Main Flash).
m  Up to 30KB of information blocks for the boot loader.
B Option bytes to configure the device.

Refer to Flash memory controller (FMC) for more details.

Boot configuration

GD32F5xx devices provide three kinds of boot sources which can be selected by the BOOTO
and BOOT1 pins. The details are shown in the following table Table 1-3. Boot modes.The

value on the two pins is latched on the 4th rising edge of CK_SYS after a reset. Itis up to the
user to set the BOOTO and BOOTL1 pins after a power-on reset or a system reset to select
the required boot source. Once the two pins have been sampled, they are free and can be
used for other purposes.

Table 1-3. Boot modes

Security BOOT_MO
sttt EFUSE Boot pad DE[2:0] Boot Select
NBTSB BTFOSEL BOOTO BOOT1
no protection/
Protection level 0 X 1 1 011 SRAM
low
no protection/
Protection level 0 X 1 0 001 BootLoader
low
no protection/
Protection level 0 0 0 X 000 Main Flash
low
no protection/
Protection level 0 1 0 X 101 OTP1
low
X 1 0 X X 000 Main Flash
X 1 1 X X 101 OTP1
Protection level ]
high X 0 X X 000 Main Flash
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1.5.

Protection level
high

X 1 X X 101 OTP1

After power-on sequence or a system reset, the Arm® Cortex®-M33 processor fetches the
top-of-stack value from address 0x0000 0000 and the base address of boot code from 0x0000
0004 in sequence. Then, it starts executing code from the base address of boot code.

The corresponding memory space of the selected boot source is aliased in the boot memory
space which begins at the address 0x0000 0000. When the on-chip SRAM is selected as the
boot source, in the application initialization code, you have to relocate the vector table in
SRAM using the NVIC exception table and the offset register.

By configure Security Protection and EFUSE, can to select the BOOT mode as shown in
Table 1-3. Boot modes

When NBTSB and BTFOSEL bits in EFUSE are set, configure BOOTO0. BOOT1 pin values to
select Boot from SRAM, BootLoader, Main Flash, OTP.When NBTSB and BTFOSEL bits in
EFUSE are set, select the boot mode by configuring the BOOT_MODE[2:0] of
SYSCFG_CFGO Register(Note:Once these bits are written by software, the BOOTO and
BOOT1 pins are ignored).

When the main flash memory is selected to be the boot source, the memory space beginning
at the address 0x0800 0000 is aliased in the boot memory space. Since either Bank 0 or Bank
1 of the main flash memory can be mapped at address 0x0800 0000 according to the
configuration of the FMC_SWP bit in the register SYSCFG_CFGO (refer to_Configuration
register 0 (SYSCFG CFGO0) for more details), the device can either boot from Bank 0 or from
Bank 1. When OTP is selected to be the boot source, the memory space beginning at the
address 0x1FFO0 0000 is aliased in the boot memory space.

In order to enable boot bank function, the BB bit in the option bytes has to be set. When this
bit is set and the main flash memory is selected as the boot source, the device can boot from
the boot loader, and the boot loader jumps to execute the code in Bank 1 of the main flash
memory.

System configuration controller

The main purposes of the system configuration controller (SYSCFG) are the following:

B Management of the I/O compensation cell
B Managing the external interrupt line connection to the GPIOs

52



<

GigaDevice GD32F5xx User Manual
1.6. System configuration registers
SYSCFG base address: 0x4001 3800
1.6.1. Configuration register 0 (SYSCFG_CFGO0)
Address offset: 0x00
Reset value: 0x0000 000X (X indicates BOOT_MODE[2:0] may be any value according to
the BOOTO and BOOT1 pins)
This register has to be accessed by word (32-bit).
31 30 29 28 26 25 24 23 22 21 20 19 18 17 16
Reserved
15 14 13 12 10 9 8 7 6 5 4 3 2 1 0
FMC_SW
Reserved EXMC_SWP[1:0] |Reserved P Reserved BOOT_MODE[2:0]
w w w
Bits Fields Descriptions
31:12 Reserved Must be kept at reset value.
11:10 EXMC_SWP[1:0] EXMC memory mapping swap
These bits control the address mapping swap among the memories in EXMC.
00: No memory mapping swap
01: SDRAM Bank 0 and Bank 1 are swapped with NAND Bank 1 and PC CARD.
Then, SDRAM Bank 0 and Bank 1 are mapped at the address region from 0x8000
0000 to 0x9FFF FFFF, NAND Bank 1 is mapped at the address from 0xC000 0000
to OXCFFF FFFF, and PC CARD is mapped at the address from 0xD00OO0 0000 to
OxDFFF FFFF.
Other configurations are reserved.
9 Reserved Must be kept at reset value.
8 FMC_SWP FMC memory mapping swap

This bit controls the address mapping swap between Bank 0 and Bank 1 of the Main
Flash.

0: Main Flash Bank 0 is mapped at address 0x0800 0000 and Main Flash Bank 1 is
mapped at address 0x0810 0000(2M FLASH mapping address is 0810_0000, and
the 4M FLASH mapping address is 0820_0000)

1: Main Flash Bank 1 is mapped at address 0x0800 0000 and Main Flash Bank 0 is
mapped at address 0x0810 0000(2M FLASH mapping address is 0810_0000, and
the 4M FLASH mapping address is 0820_0000)

Note:Setting FMC_SWP in SYSCFG swaps the BANKO and BANK1 logical
addresses in the bus matrix without affecting the original erase address. For the
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series without BANK1, no swapping.

7:3 Reserved Must be kept at reset value

2:0 BOOT_MODEJ[2:0] These bits select the device accessible at address 0x0000 0000. After reset, they
take the initial value from the BOOTO0 and BOOT1 pins according to the table.

Table 1-3. Boot modes

More devices can be selected by software configuration. Once these bits are written
by software, the BOOTO and BOOT1 pins are ignored.

000: Main Flash memory (0x0800 0000~0x 0877 FFFF) is mapped at address
0x0000 0000

001: Boot loader (Ox1FFF 0000~0x1FFF 77FF) is mapped at address 0x0000 0000
011: SRAMO of on-chip SRAM (0x2000 0000~0x2003 FFFF) is mapped at address
0x0000 000.

101: OTP (Ox1FFO0 0000 - Ox1FF1 FFFF) is mapped at address 0x0000 0000
Other configurations are reserved.

Note: Even when mapped at address 0x0000 0000, the related memory is still
accessible at its original memory space.

1.6.2. Configuration register 1 (SYSCFG_CFG1)

Address offset: 0x04
Reset value: 0x0000 0000

This register has to be accessed by word (32-bit).

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
ENET_P
Reserved Reserved
HY_SEL
w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
Reserved I2C5FMP | 12C4FMP | 12C3FMP ‘
w w w
Bits Fields Descriptions
31:24 Reserved Must be kept at reset value.
23 ENET_PHY_SEL Ethernet PHY selection

This bit selects the PHY interface for the Ethernet MAC.

This bit must be configured while the Ethernet MAC is under reset and before the
MAC clocks are enabled.

0: Mll is selected

1: RMIl is selected

22:3 Reserved Must be kept at reset value.
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2 12C5FMP Enable Fast mode+ on 12C5

1 12CAFMP Enable Fast mode+ on 12C4

0 12C3FMP Enable Fast mode+ on 12C3

1.6.3. EXTI sources selection register 0 (SYSCFG_EXTISS0)

31

Address offset: 0x08
Reset value: 0x0000 0000

This register has to be accessed by word (32-bit).

30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

Reserved

15

14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

EXTI3_SS[3:0] EXTI2_SS[3:0] EXTI1_SS[3:0] EXTIO_SS[3:0]

Bits

w w w w

Fields Descriptions

31:16

15:12

11:8

Reserved Must be kept at reset value.

EXTI3_SS[3:0] EXTI 3 sources selection
0000: PA3 pin
0001: PB3 pin
0010: PC3 pin
0011: PD3 pin
0100: PE3 pin
0101: PF3 pin
0110: PG3 pin
0111: PH3 pin
1000: PI3 pin

Other configurations are reserved.

EXTI2_SS[3:0] EXTI 2 sources selection

0000: PA2 pin

0001: PB2 pin

0010: PC2 pin

0011: PD2 pin

0100: PE2 pin

0101: PF2 pin

0110: PG2 pin

0111: PH2 pin

1000: PI2 pin

Other configurations are reserved.
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74

EXTI1_SS[3:0]

EXTI 1 sources selection
0000: PA1 pin
0001: PB1 pin
0010: PC1 pin
0011: PD1 pin
0100: PE1 pin
0101: PF1 pin
0110: PG1 pin
0111: PH1 pin
1000: PI1 pin

Other configurations are reserved.

3.0 EXTIO_SS[3:0] EXTI 0 sources selection
0000: PAO pin
0001: PBO pin
0010: PCO pin
0011: PDO pin
0100: PEO pin
0101: PFO pin
0110: PGO pin
0111: PHO pin
1000: PIO pin
Other configurations are reserved.
1.6.4. EXTI sources selection register 1 (SYSCFG_EXTISS1)
Address offset: 0x0C
Reset value: 0x0000 0000
This register has to be accessed by word (32-bit).
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
‘ Reserved ‘
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
‘ EXTI7_SS[3:0] EXTI6_SS[3:0] EXTI5_SS[3:0] EXTI4_SS[3:0] ‘
Bits Fields Descriptions
31:16 Reserved Must be kept at reset value.
15:12 EXTI7_SS[3:0] EXTI 7 sources selection

0000: PA7 pin
0001: PBY7 pin
0010: PC7 pin
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11:8

74

3:0

EXTI6_SS[3:0]

EXTI5_SS[3:0]

EXTI4_SS[3:0]

0011: PD7 pin
0100: PE7 pin
0101: PF7 pin
0110: PG7 pin
0111: PH7 pin
1000: P17 pin

Other configurations are reserved.

EXTI 6 sources selection

0000: PAG pin
0001: PB6 pin
0010: PC6 pin
0011: PD6 pin
0100: PE6 pin
0101: PF6 pin
0110: PG6 pin
0111: PH6 pin
1000: PI6 pin

Other configurations are reserved.

EXTI 5 sources selection

0000: PA5 pin
0001: PB5 pin
0010: PC5 pin
0011: PD5 pin
0100: PE5 pin
0101: PF5 pin
0110: PG5 pin
0111: PH5 pin
1000: PI5 pin

Other configurations are reserved.

EXTI 4 sources selection

0000: PA4 pin
0001: PB4 pin
0010: PC4 pin
0011: PD4 pin
0100: PE4 pin
0101: PF4 pin
0110: PG4 pin
0111: PH4 pin
1000: P14 pin

Other configurations are reserved.
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1.6.5.

31

30

EXTI sources selection register 2 (SYSCFG_EXTISS2)

Address offset: 0x10
Reset value: 0x0000 0000

This register has to be accessed by word (32-bit).

29 28

26 25 24 23 22 21

20 19 18 17

16

Reserved

15

14

13 12

10 9 8 7 6 5

4 3 2 1

‘ EXTI11_SS[3:0]

EXTI10_SS[3:0] EXTI9_SS[3:0]

EXTI8_SS[3:0]

Bits

w

Fields

w w

Descriptions

w

31:16

15:12

11:8

74

Reserved

EXTI11_SS[3:0]

EXTI10_SS[3:0]

EXTI9_SS[3:0]

Must be kept at reset value.

EXTI 11 sources selection
0000: PA11 pin

0001: PB11 pin

0010: PC11 pin

0011: PD11 pin

0100: PE11 pin

0101: PF11 pin

0110: PG11 pin

0111: PH11 pin

1000: PI11 pin

Other configurations are reserved.

EXTI 10 sources selection
0000: PA10 pin
0001: PB10 pin
0010: PC10 pin
0011: PD10 pin
0100: PE10 pin
0101: PF10 pin
0110: PG10 pin
0111: PH10 pin
1000: PI10 pin

Other configurations are reserved.

EXTI 9 sources selection
0000: PA9 pin
0001: PB9 pin
0010: PC9 pin
0011: PD9 pin
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3:0

0100: PE9 pin
0101: PF9 pin
0110: PG9 pin
0111: PH9 pin
1000: PI9 pin

Other configurations are reserved.

EXTI 8 sources selection
0000: PAS8 pin

0001: PB8 pin

0010: PC8 pin

0011: PD8 pin

0100: PES8 pin

0101: PF8 pin

0110: PG8 pin

0111: PH8 pin

1000: PI8 pin

Other configurations are reserved.

EXTI8_SS[3:0]

1.6.6. EXTI sources selection register 3 (SYSCFG_EXTISS3)
Address offset: 0x14
Reset value: 0x0000 0000
This register has to be accessed by word (32-bit).
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
‘ Reserved
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
‘ EXTI15_SS[3:0] EXTI14_SS[3:0] EXTI13_SS[3:0] EXTI12_SS[3:0]
w w w w
Bits Fields Descriptions
31:16 Reserved Must be kept at reset value.
15:12 EXTI15_SS[3:0] EXTI 15 sources selection

0000: PA15 pin
0001: PB15 pin
0010: PC15 pin
0011: PD15 pin
0100: PE15 pin
0101: PF15 pin
0110: PG15 pin
0111: PH15 pin
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11:8

74

3:0

1.6.7.

31 30

EXTI14_SS[3:0]

EXTI13_SS[3:0]

EXTI12_SS[3:0]

Other configurations are reserved.

EXTI 14 sources selection

0000: PA14 pin

0001: PB14 pin

0010: PC14 pin

0011: PD14 pin

0100: PE14 pin

0101: PF14 pin

0110: PG14 pin

0111: PH14 pin

Other configurations are reserved.

EXTI 13 sources selection
0000: PA13 pin
0001: PB13 pin
0010: PC13 pin
0011: PD13 pin
0100: PE13 pin
0101: PF13 pin
0110: PG13 pin
0111: PH13 pin

Other configurations are reserved.

EXTI 12 sources selection

0000: PA12 pin

0001: PB12 pin

0010: PC12 pin

0011: PD12 pin

0100: PE12 pin

0101: PF12 pin

0110: PG12 pin

0111: PH12 pin

Other configurations are reserved.

Compensation cell control register (SYSCFG_CPSCTL)

Address offset: 0x20
Reset value: 0x0000 0000

This register has to be accessed by word (32-bit).

29 28

26 25 24 23 22 21 20 19 18

Reserved
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15 14 13 12 " 10 9 8 7 6 5 4 3 2 1 0
CPS_RD
Reserved v Reserved CPS_EN
Bits Fields Descriptions
31:9 Reserved Must be kept at reset value.
8 CPS_RDY Compensation cell ready flag

This bit is read-only.
0: Compensation cell is not ready

1: Compensation cell is ready
71 Reserved Must be kept at reset value.

0 CPS_EN Compensation cell power-down
0: 1/ O compensation cell is power-down

1: 1/ O compensation cell is enabled

1.6.8. System status register (SYSCFG_STAT)

Address offset: 0x24
Reset value: 0x0000 0000

This register has to be accessed by word (32-bit).

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Reserved
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
CKMNMII ECCMEIF ECCMEIF ECCMEIF ECCMEIF ECCMEIF ECCMEIF ECCMEIF
Reserved ECCSEIF6] [ECCSEIF5) ECCSEIF4 ECCSEIF3] ECCSEIF2] [ECCSEIF1] ECCSEIFO
F 6 5 4 3 2 1 0
rc_wl rc_wl rc_wl rc_wl rc_wl rc_wl rc_wl rc_wl rc_wl rc_wl rc_wl rc_wil rc_wl rc_wl rc_wl
Bits Fields Descriptions
31:15 Reserved Must be kept at reset value
14 CKMNMIIF HXTAL clock moniotor NMI interrupt flag

The software can clear it by writing 1.
0: no HXTAL clock moniotor error
1: HXTAL clock moniotor is detected.

13 ECCSEIF6 Flash single bit correction event flag
The software can clear it by writing 1.
0: no flash single bit correction event is detected.

1:flash single bit correction event is detected.
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12

11

10

ECCMEIF6

ECCSEIF5

ECCMEIF5

ECCSEIF4

ECCMEIF4

ECCSEIF3

ECCMEIF3

ECCSEIF2

ECCMEIF2

ECCSEIF1

Flash two bits non-correction event flag
The software can clear it by writing 1.
0: no flash non-correction event is detected.

1:flash non-correction event is detected.

BKPSRAM single bit correction event flag
The software can clear it by writing 1.

0: no BKPSRAM single bit correction event is detected.

1: BKPSRAM single bit correction event is detected.

Indicates the two bit error

BKPSRAM two bits non-correction event flag
The software can clear it by writing 1.

0: no SRAM non-correction event is detected.

1: SRAM non-correction event is detected.

TCMSRAM single bit correction event flag
The software can clear it by writing 1.

0: no TCMSRAM single bit correction event is detected.

1: TCMSRAM single bit correction event is detected.

TCMSRAM two bits non-correction event flag
The software can clear it by writing 1.
0: no TCMSRAM non-correction event is detected.

1: TCMSRAM non-correction event is detected.

ADDSRAM single bit correction event flag
The software can clear it by writing 1.

0: no ADDSRAM single bit correction event is detected.

1: ADDSRAM single bit correction event is detected.

ADDSRAM two bits non-correction event flag
The software can clear it by writing 1.
0: no ADDSRAM non-correction event is detected.

1: ADDSRAM non-correction event is detected.

SRAM?2 single bit correction event flag

The software can clear it by writing 1.

0: no SRAM2 single bit correction event is detected.
1: SRAM2 single bit correction event is detected.

SRAM2 two bits non-correction event flag
The software can clear it by writing 1.
0: no SRAM2 non-correction event is detected.

1: SRAM2 non-correction event is detected.

SRAMT1 single bit correction event flag
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The software can clear it by writing 1.
0: no SRAM1 single bit correction event is detected.
1: SRAM1 single bit correction event is detected.
2 ECCMEIF1 SRAM1 two bits non-correction event flag
The software can clear it by writing 1.
0: no SRAM1 non-correction event is detected.
1: SRAM1 non-correction event is detected.
1 ECCSEIFO0 SRAMO single bit correction event flag
The software can clear it by writing 0.
0: no SRAMO single bit correction event is detected.
1: SRAMO single bit correction event is detected.
0 ECCMEIFO SRAMO two bits non-correction event flag
The software can clear it by writing 1.
0: no SRAMO non-correction event is detected.
1: SRAMO non-correction event is detected.
1.6.9. SRAMO ECC status register (SYSCFG_SRAMOECC)
Address offset: 0x28
Reset value: 0x0000 0007
This register has to be accessed by word (32-bit).
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
ECCEADDRO [15:0]
r
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
CKMNMII | ECCSEIE |ECCMEIE
ECCSERRBITSO0 [5:0] Reserved
E 0 0
r w w w
Bits Fields Descriptions
31:16 ECCEADDRO0[15:0] Indicates the last address of ECC event on SRAMO occurred.

15:10

9:3

NOTE: Physical SRAMO word address = SRAMO base address/4 + ECCEADDRO

ECCSERRBITSO0[5:0] Indicates the error bit
Which one bit has an ECC single-bit correctable error
0: no error
1: bit 0

32: bit 31

Reserved Must be kept at reset value
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2 CKMNMIIE HXTAL clock moniotor NMI interrupt enable

0: disable

1: enable
1 ECCSEIEO SRAMO single bit correction interrupt enable

0: SRAMO single bit correction interrupt is disabled.
1: SRAMO single bit correction interrupt is enabled.

0 ECCMEIEO SRAMO two bits non-correction interrupt enable
0: SRAMO non-correction interrupt is disabled.

1: SRAMO non-correction interrupt is enabled.

1.6.10. SRAM1 ECC status register (SYSCFG_SRAM1ECC)

Address offset: 0x2C
Reset value: 0x0000 0003

This register has to be accessed by word (32-bit).

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
ECCEADDR1[13:0] ECCSERRBITS1
r r
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

ECCSEIE [ECCMEIE

ECCSERRBITS1[5:0] Reserved
1 1
r w rw
Bits Fields Descriptions
31:18 ECCEADDR1[13:0] Indicates the last address of ECC event on SRAM1 occurred.

NOTE: Physical SRAM1 word address = SRAM1 base address/4 + ECCEADDR2

17:12 ECCSERRBITS1[5:0] Indicates the error bit
Which one bit has an ECC single-bit correctable error
0: no error
1: bit 0

32: bit 31

11:2 Reserved Must be kept at reset value

1 ECCSEIE1 SRAM1 single bit correction interrupt enable
0: SRAM1 single bit correction interrupt is disabled.

1: SRAM1 single bit correction interrupt is enabled.

0 ECCMEIE1 SRAM1 two bits non-correction interrupt enable
0: SRAM1 non-correction interrupt is disabled.
1: SRAM1 non-correction interrupt is enabled.
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1.6.11. SRAM2 ECC status register (SYSCFG_SRAM2ECC)
Address offset: 0x30
Reset value: 0x0000 0003
This register has to be accessed by word (32-bit).
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
ECCEADDR2[15:0]
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
ECCSEIE [ECCMEIE
ECCSERRBITS2[5:0] Reserved
2 2
Bits Fields Descriptions
31:16 ECCEADDR2[15:0] Indicates the address of ECC event on SRAM2 occurred.

15:10

9:2

1.6.12.

NOTE: Physical SRAM2 word address = SRAM2 base address/4 + ECCEADDR2

ECCSERRBITS2[5:0] Indicates the error bit

Which one bit has an ECC single-bit correctable error

0: no error
1: bit 0
32: bit 31
Reserved Must be kept at reset value
ECCSEIE2 SRAM?2 single bit correction interrupt enable

0: SRAM2 single bit correction interrupt is disabled.

1: SRAM2 single bit correction interrupt is enabled.

ECCMEIE2 SRAM2 two bits non-correction interrupt enable
0: SRAM2 non-correction interrupt is disabled.
1: SRAM2 non-correction interrupt is enabled.

ADDSRAM ECC status register (SYSCFG_ADDSRAMECC)

Address offset: 0x34
Reset value: 0x0000 0003

This register has to be accessed by word (32-bit).

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
ECCEADDR3[17:0]
r
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
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ECCEADDRS3[17:0]

ECCSERRBITS3[5:0] Reserved

ECCSEIE

3

ECCMEIE

3

w

w

Bits Fields Descriptions
31:14 ECCEADDRS3[17:0] Indicates the last address of ECC event on ADDSRAM occurred.
NOTE: Physical ADDSRAM word address = ADDSRAM base address/4 +
ECCEADDRS3
13:8 ECCSERRBITS3[5:0] Indicates the error bit
Which one bit has an ECC single-bit correctable error
0: no error
1:bit0
32: bit 31
7:2 Reserved Must be kept at reset value
1 ECCSEIE3 ADDSRAM single bit correction interrupt enable
0: ADDSRAM single bit correction interrupt is disabled.
1: ADDSRAM single bit correction interrupt is enabled.
0 ECCMEIE3 ADDSRAM two bits non-correction interrupt enable

0: ADDSRAM non-correction interrupt is disabled.
1: ADDSRAM non-correction interrupt is enabled.

1.6.13. TCMSRAM ECC register (SYSCFG_TCMSRAMECC)

Address offset: 0x38
Reset value: 0x0000 0003

This register has to be accessed by word (32-bit).

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
ECCEADDR4[13:0] ECCSERRBITS4
r r
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
ECCSEIE |ECCMEIE
ECCSERRBITS4[5:0] Reserved
4 4
r w 12
Bits Fields Descriptions
31:18 ECCEADDRA4[13:0] Indicates the last address of ECC event on TCMSRAM occurred.

NOTE: Physical TCMSRAM word address = TCMSRAM base address/4 +
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ECCEADDRA4
17:12 ECCSERRBITS4[5:0] Indicates the error bit
Which one bit has an ECC single-bit correctable error
0: no error
1:bit0
32: bit 31
11:2 Reserved Must be kept at reset value
1 ECCSEIE4 TCMSRAM single bit correction interrupt enable
0: TCMSRAM single bit correction interrupt is disabled.
1: TCMSRAM single bit correction interrupt is enabled.
0 ECCMEIE4 TCMSRAM two bits non-correction interrupt enable
0: TCMSRAM non-correction interrupt is disabled.
1: TCMSRAM non-correction interrupt is enabled.
1.6.14. BKPSRAM ECC register (SYSCFG_BKPSRAMECC)
Address offset: 0x3C
Reset value: 0x0000 0003
This register has to be accessed by word (32-bit).
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
ECCEADDRS5[9:0] ‘ ECCSERRBITS5
r r
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
ECCSEIE [ECCMEIE
Reserved
5 5
w rw
Bits Fields Descriptions
31:22 ECCEADDRS5[9:0] Indicates the last address of ECC event on BKPSRAM occurred.
NOTE: Physical BKPSRAM word address = BKPSRAM base address/4 +
ECCEADDRS
21:16 ECCSERRBITS5[5:0] Indicates the error bit
Which one bit has an ECC single-bit correctable error
0: no error
1: bit 0
32: bit 31
15:2 Reserved Must be kept at reset value
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1

1.6.15.

31

ECCSEIES BKPSRAM single bit correction interrupt enable
0: BKPSRAM single bit correction interrupt is disabled.
1: BKPSRAM single bit correction interrupt is enabled.

ECCMEIES BKPSRAM two bits non-correction interrupt enable
0: BKPSRAM non-correction interrupt is disabled.
1: BKPSRAM non-correction interrupt is enabled.

FLASH ECC address register (SYSCFG_FLASHECC_ADDR)

Address offset: 0x40
Reset value: 0x0000 0000

This register has to be accessed by word (32-bit).

30 29 28 27 26 25 24 23 22 21 20 19 18

17

16

ECCEADDRS[31:0]

15

r

14 13 12 11 10 9 8 7 6 5 4 3 2

ECCEADDRS[31:0]

r

Bits Fields Descriptions
31:0 ECCEADDRG[31:0] Indicates the last address of ECC event on FLASH occurred.
NOTE: Physical FLASH ecc word address = FLASH base address/4 + eccaddr?
1.6.16. FLASH ECC register (SYSCFG_FLASHECC)
Address offset: 0x44
Reset value: 0x0000 0003
This register has to be accessed by word (32-bit).
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Reserved
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
ECCSEIE |ECCMEIE
Reserved ECCSERRBITS6[5:0]
6 6
r w rw
Bits Fields Descriptions
31:8 Reserved Must be kept at reset value
7:2 ECCSERRBITS6[5:0] Indicates the error bit
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Which one bit has an ECC single-bit correctable error
0: no error
1:bit0

32: bit 31

1 ECCSEIE6 FLASH single bit correction interrupt enable
0: FLASH single bit correction interrupt is disabled.
1: FLASH single bit correction interrupt is enabled.

0 ECCMEIEG FLASH two bits non-correction interrupt enable
0: FLASH non-correction interrupt is disabled.

1: FLASH non-correction interrupt is enabled.

1.6.17. User configuration register (USER_CFG)

Address offset: 0x300
Reset value: 0x00000000

This register has to be accessed by word (32-bit).

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

‘ ANA_VERSION [7:0] ‘ Reserved
r

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
‘ Reserved
Bits Fields Descriptions
31:24 ANA_VERSION [7:0] Analog version information
23:0 Reserved Must be kept at reset value
1.7. Device electronic signature

The device electronic signature contains memory density information and the 96-bit unique
device ID. It is stored in the information block of the Flash memory. The 96-bit unique device
ID is unique for any device. It can be used as serial numbers, or part of security keys, etc.

1.7.1. Memory density information

Base address: Ox1FFF 7A20
The value is factory programmed and can never be altered by user.

This register has to be accessed by word(32-bit).
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31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
FLASH _DENSITY[15:0]
r
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
SRAM_DENSITY[15:0]
r
Bits Fields Descriptions
31:16 FLASH_DENSITY Flash density
[15:0] The value indicates the Flash density of the device in Kbytes.
Example: 0x0020 indicates 32 Kbytes.
15:0 SRAM_DENSITY SRAM memory density
[15:0] The value indicates the on-chip SRAM memory density of the device in Kbytes.
Example: 0x0008 indicates 8 Kbytes.
1.7.2. Unique device ID (96 bits)
Base address: Ox1FFF 7A10
The value is factory programmed and can never be altered by user.
This register has to be accessed by word(32-bit).
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
UNIQUE_ID[31:16]
r
15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0
UNIQUE_ID[15:0]
r
Bits Fields Descriptions
31:0 UNIQUE_ID[31:0] Unique device ID
Base address: Ox1FFF 7A14
The value is factory programmed and can never be altered by user.
This register has to be accessed by word(32-bit).
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
UNIQUE_ID[63:48]
r
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0

UNIQUE_ID[47:32]

r
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Bits Fields Descriptions
31:0 UNIQUE_ID[63:32] Unique device ID
Base address: Ox1FFF 7A18
The value is factory programmed and can never be altered by user.
This register has to be accessed by word(32-bit).
31 30 29 28 27 26 25 24 23 22 21 20 16
UNIQUE_ID[95:80]
r
15 14 13 12 1 10 9 8 7 6 5 4 0
UNIQUE_ID[79:64]
Bits Fields Descriptions
31:0 UNIQUE_ID[95:64] Unique device ID

71




<

GigaDevice

GD32F5xx User Manual

2.

2.1.

2.2.

System Security

Overview

The GD32F5xx is designed with a comprehensive set of system security features. System
security features cover several aspects, including firmware intellectual property protection,
device private data protection, and service execution assurance.

This chapter systematically introduces the key security features of GD32F5xx and lists the
security features available to guide users in building security systems based on GD32F5xx
microcontrollers.

Characteristics

B Memory protections:

- System FLASH protection.

- User FLASH protection.

- SRAM protection.

- Trusted code protection.

- Password protection.

- External SDRAM, Nand-Flash and Nor-Flash protection.
H  Boot protection:

- Unique boot entry.

- Secure boot.
B Debugging security.

- Limit debugging.

- Disable the debugging function.
B Encryption and random numbers.

- Public key cryptographic acceleration unit (PKCAU).

- Hash acceleration unit (HAU).

- Cryptographic acceleration unit (CAU).
B System monitoring:

- Tamper protection (with RTC).

- Power supply supervision.

- Clock security system.

- Temperature sensor.

- Critical code execution time monitoring.
B Device UID:

- Unique 96-bit identifier.
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2.3.

2.3.1.

2.3.2.

Memory security

When building system security, memory protection is the most important factor. The memory
holds sensitive code and data and should be inaccessible to any unintended interface (debug
port) or unauthorized process (insider threat). Depending on the asset (code or data) to be
protected, users can set up corresponding protection mechanisms for different storage types
(Flash, SRAM, or external memory).

The GD32F5xx microcontroller supports partial access restriction through the memory
interface (Flash Memory Controller FMC) or MPU. The purpose of internal memory (Flash
and SRAM) and external memory is very different, and the protection mechanism is not the
same. The memory access architecture of GD32F5xx is shown in Fiqure 2-1. GD32F5xx

memory access architecture.

Figure 2-1. GD32F5xx memory access architecture

1l i

External Memory Controller (EXMC) Flash Memory Controller (FMC)
External External External OTPO/OPT1/
System Flash User Flash
SDRAM | | Nand-Flash | | Nor-Flash SRAM V eerias otP2

System Flash protection

In GD32F5xx, the system memory consists of Bootloader, OPTO0, OTP1, and OTP2 regions.
The Bootloader area is dedicated to the GD32 MCU Bootloader. To ensure the authenticity
and integrity of the Bootloader, users cannot modify this part. Since the bootloader does not
contain any sensitive algorithms, it is readable. The OTP (OTPO0/1/2) is a one-time
programming region, and all OTP regions support write locking to prevent illegal write
operations. OTP1/2 also supports read locking to prevent illegal read operations. Therefore,
OTP1 can be used as a trusted code region and OTP2 can be used as a password region.

User Flash protection

The user flash is generally used to store user code and important data. Users set memory
security properties to protect specific areas through FMC or MPU.
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External read access protection

Flash memory controller (FMC) provides a security protection feature to prevent illegal
reading of flash memory, which can protect software and firmware from illegal user operations.
FMC offer three levels of safety:

No protection: When setting EFSPC = 0 in EFUSE control and SPC byte to 0xAA, no
protection performed. User flash and option byte block are accessible by all operations.

Protection level low: When setting EFSPC = 1 in EFUSE control or SPC byte to any value
except OxAA or 0xCC, protection level low performed. The user flash can only be accessed
by user code. In debug mode, boot from SRAM or boot from boot loader mode, all operations
to user flash are forbidden. If a read operation is executed to main flash in debug mode, boot
from SRAM or boot from boot loader mode, a bus error will be generated. At protection level
low, option byte block is accessible by all operations. If program back to no protection level
by setting SPC byte to 0xAA, a mass erase for user flash will be performed.

Note: When EFSPC = 1 in the EFUSE control segment takes effect, the system cannot be
rolled back.

Protection level high: when setting SPC byte to 0xCC, protection level high performed.
When this level is programmed, debug mode, boot from SRAM or boot from boot loader mode
are disabled. The user flash block is accessible by all operations from user code. The SPC
byte cannot be reprogrammed.

For details about the security protection of the user Flash, refer to Security protection.

Note: If protection level high is programmed, it cannot move back to protection level low or
no protection level, and option bytes cannot be programmed again.

Internal erase / programming protection

Read or write access inside the user flash may be initiated by malware injected into the device
SRAM. Therefore, users can set the protection properties of Flash to prevent from tampering
with sensitive data or code via the unexpected write operations.

The erase / programming protection of the user flash can be achieved in two ways:

1. Protecting the target sector by configuring option bytes through the FMC. The sector
erase / programming protection of FMC prevents accidental manipulation of flash
memory. If the erase / programming protection interrupt is turned on, erasing or
programming the protected area triggers an error interrupt. Users can execute the
corresponding protection policy in the interrupt.

2. Configure the access properties of the user flash using the MPU. Set the access attribute
of the target area to deny write access. When writing to the protected area, the MCU will
generate an exception, and user can execute the corresponding protection policy in the
exception.
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2.3.3.

2.3.4.

Note: Write protection should also be set for unused flash areas to prevent code modification
or injection.

Error Checking and Correction (ECC)

GD32F5xx series support hardware ECC function for flash, user flash can use ECC to achieve
error detection and correction (two-bit error detection, one error correction). As a functional
safety mechanism, ECC can also be used for safety protection as a complementary
mechanism to prevent fault injection.

SRAM protection

Code execution

GD32F5xx series user flash supports a maximum of 2M space of zero waiting area, which
has excellent execution efficiency. Generally, when the code does not exceed 2M size, it is
not necessary to copy the code in flash to SRAM for execution. However, because SRAM
doesn't have to wait, when the user's code size exceeds 2M. if a piece of code needs faster
performance, it can be copied from the user flash into SRAM for execution.

Therefore, itis necessary to protect the area of code executed in SRAM and access properties
through MPU configuration. If no code needs to be executed in SRAM, it is recommended
that the MPU accurately configure its properties to never execute to prevent malicious
programs from running.

Data clearing

The SRAM may store sensitive data or temporary values from which confidential information
can be obtained. As a typical example, keys located in protected areas are temporarily stored
in the SRAM in clear text when they need to be transferred. It is highly recommended to clear
the working cache and variables immediately after the function has finished manipulating
sensitive data.

Trusted code protection

The OTP1 area of GD32F5xx can be used as the user's trusted code area. The OTP1 area
is divided into 16 data blocks of 8K bytes and one lock block of 16 bytes. This area supports
lock operations and prevents illegal read / write operations. Each lock byte in a lock block can
lock a corresponding block of data to prevent programming operations on those blocks. The
OTP1REN][15:0] bit in FMC_OPT1CFG register determines whether the OTP1 data block is
readable. Reading a locked region causes a bus error.

The user's bootloader and important data can be stored in this area, and the MCU can be set
to boot from the trusted code area. After the trusted code area completes the task, user can
lock the code area as forbidden to read before jumping to the APP. Data area attributes can
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2.3.5.

be flexibly configured based on user application scenarios. The data can be locked after the
execution of the trusted code, and the data read and write properties can be set by region.
For example, some data can be read by the APP, but some data cannot be read by the APP.

The schematic diagram of the protection of the trusted code area is shown in Figure 2-2.
Trusted code area protection, and the details of OTP1 can be referred to OTP block

programming.

Figure 2-2. Trusted code area protection

| OTP1 |
| (Unused regions are set to not writable) :
| [ S - - o A— A - [f = o - |
|1 Trusted Code | | Trusted data | |

11 area | | area |
[l | Read data | [
||| Execute task | Trusted data || |
1 | | area 1 [l
i l I | (No APP read) |
|
| I Configure the : | I |
| | trusted data area || I| Trusted data i
| read property | | area 2 |l
[l || (APP readable) |
! v : ! i 4

|
I || Settrusted code || : |1
| Larea unreadable || | |
- A 1 N S
—_—— e —— — — — — — — — — — — 4 — — ——
Jump Read trusted
data area 2
User APP

Note: Since the OPT1 region can only be written once, the user cannot modify the data block
again when it is locked as no write. The state of the read property can be switched through
FMC registers.

Password protection

The OTP2 area of GD32F5xx can be used as the user's key area. OTP2 block can be divided
to 16 data blocks which has 32 bytes each and 1 lock block which has 32 bytes. OTP2
supports write locking and read locking. The user can configure read locking for the target
region first, and then by setting the RLBE bit of the FMC_CTL register to 1, the target region
will be unable to perform read access.

Users can put a key or HASH message digest into the OTP2 area (password area), which
can only be read by trusted code, not APP code. A typical application is the OTP2 area where
HASH message-digest of APP code are stored. After the user starts from the trusted code in
OTP1 area, the user uses the hardware HASH processor to calculate the APP firmware, and
then verifies the hash message digest in OTP2 area to ensure the integrity of the APP
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2.3.6.

firmware. The trusted code can configure RLBE bit to lock read of OTP2 area, and then jump
to the APP firmware. Data blocks corresponding to the OTP2 read lock block cannot be read
by the APP code. It cannot be read by trusted code until the next time the MCU resets.

For details on OTP2 refer to OTP block programming.

Figure 2-3. Trusted code area protection
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|

|
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|
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External memory protection

If the external memory is connected to the microcontroller via a dedicated EXMC interface,
the external memory stores code and data just like the internal storage, but the external
memory introduces issues such as confidentiality and authentication.

External memory can be mapped to the address of External RAM and External Device (Refer
to Table 1-2. Memory map of GD32F5xx devices). User can configure the access attribute

of this area through the MPU to protect the data of external memory. When external memory
is set to write protection, the data is protected from being erased or modified. If the data of
external memory need to be confidential, TRNG, PKCAU and CAU hardware can be
encrypted.
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2.4.

2.4.1.

2.4.2.

Boot protection

Boot protection protects the first software instruction in the system. If an attacker successfully
tampers with the MCU boot address, they can execute their own code to bypass the MCU
initial protection configuration, or execute insecure programs to access the MCU memory.

The GD32F5xx series can be configured for boot, with the option to perform boot in the
firmware in the user flash, system bootloader, or SRAM. Boot protection depends on the
uniqueness of the MCU boot entry, which executes trusted code.

Unique boot entry

The GD32F5xx series can configure flash or OTP1 (Trusted code area) as the only boot entry
and cannot be modified again. The two boot portals can be configured as follows:

1. Ifthe BTFOSEL value of EFUSE is 0, the FMC sets the SPC protection level to high and
can only be started from Flash, not from SRAM or Bootloader.

2. Ifthe BTFOSEL of EFUSE is 1, the FMC sets the SPC protection level to high and can
only be started from OTP1, not from SRAM, Flash, or Bootloader.

Since the BTFOSEL bit of EFUSE cannot be rolled back after it is written to 1 and takes effect,
the same is true when SPC is set to a high protection level. These two security attributes
ensure the uniqueness of the MCU boot entry.

Secure boot

The secure boot executes before the user APP firmware when the MCU resets, and it provides
initial secure features. Users can store user-level secure boot in OTP1 area, and then set
OTP1 area as the unique entry of MCU. After each reset, the MCU must be booted from the
secure boot.

The main functions of secure boot include:
1. Check the MCU security configuration and set up runtime protection.

Secure boot checks whether the static security configuration is correct by configuring
option bytes (security protection level SPC, read protection DRP, erase / programming
protection WP).

Runtime protection can be achieved through the configuration of MPU, Temper Detection
and FWDGT.

2. Verify the integrity and authenticity of the APP firmware.

Users can calculate the APP code using the HASH algorithm (MD5, SHA1, SHA-224, or
SHA256 hash algorithms) and compare the calculated summary with the expected value
to confirm the integrity of the APP code.
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The signature obtained by encrypting the APP firmware through the shared key between
the user and the MCU (PKCAU supports RSA and ECDSA algorithms), and is compared
with the expected signature to realize authenticity check.

HASH message-digest, shared keys, and APP firmware signatures should be stored in
protected area. HASH message-digest and shared key can be stored in OPT2 area, and APP
firmware signature can be stored in user flash area.
The process for a secure startup is shown in Figure 2-4. Secure boot process.
Figure 2-4. Secure boot process
Unique boot entry
.
: Secure Boot : piy : :
: | (Unused regions are set to not writable) | |
Oy |
: : : Trusted Code i [ Tseddam T !
| | area |
: : : Check MCU se:l’j?y configurations | | | : | :
| il (option byte) : 1| Trusted data area1 || : I
' i : I -
: : : Configure security peripheral Read data. | ( ) [ :
! It | : 1
l il | ' P
: | : HASH calculation APP code : : : : |
| : | | | Trusted data area 2 [
| Read the HASH | | | || (Trusted code can be read) [| | :
| message-digest | | Read the expected hash message | ) (Allow APP to read) 11 |
| 1 T digest to verify APP firmware | L T Ea—— _| | |
| | OPT2 (Password | | integrity | E | |
| Area) gl : : i
| meAsZaP :-/:iisisl Read r: Publlcl | ["Read the public key, encrypt the | 11
| i Y L APP fimware (RSA or ECDSA) | | |
: v | : and get a signature | [
| | [
|
: : | Read the expected signature : : :
| | 1| storedin the Flash area to verify || 1o
| | | the authenticity of the APP | 1o
: | : firmware | |
l P ' | b
| | ” Password area read lock || [
| | | [
| ! | 1ol
: : : | Configure the trusted data area | | | :
i | read property | |
i ¥ 3 | b
: | | Set trusted code area unreadable | | | |
[ el | [
| R e I R I
L I
Jump Read trusted
data area 2
User APP <
2.5. Debugging security
Debug ports provide access to internal resources (kernel, memory, and peripheral register)
and should be disabled in the final product. Debug port access to MCU data is the most basic
external attack, and users can avoid it simply by disabling the JTAG (or SWD) port or
permanently disabling the debug function with secure and immutable firmware.
2.5.1. Limit debugging

Users can set the flash security protection level with the option byte (SPC) or EFUSE.
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2.5.2.

2.6.

1. When EFSPC in the EFUSE control segment is set to 1 or the SPC byte is set to any
value other than OxAA or OxCC, the low protection level is activated.

2. If the SPC byte is set to 0xCC, the high protection level is activated.

When the MCU is in the above two security levels, the main flash block can only be accessed
by user code, and cannot be accessed by user code through debug mode. However, MCU
registers can still be accessed through the debugger.

Disable debugging function

The GD32F5xx series supports permanently disabling the debugging function. Users can
permanently disable the debugging function by setting the NDBG bit of EFUSE to 1. When
EFUSE takes effect, the NDBG bit cannot be rolled back. Therefore, turning off debugging is
recommended for use in the final stages of production.

Encryption and random numbers

Encryption and decryption algorithms are very important to ensure the security of embedded
systems. Encryption and decryption algorithms can ensure the confidentiality, integrity and
authenticity of data or code. To efficiently support encryption and decryption, the GD32F5xx
family provides Public Key Cryptographic Acceleration Unit (PKCAU), Cryptographic
Acceleration Unit (CAU), Hash Acceleration Unit (HAU), and True Random number generator
(TRNG) peripherals.

Public Key Cryptographic Acceleration Unit (PKCAU)

Support RSA / DH algorithms with up to 3136 bits of operands.

Support ECC algorithm with up to 640 bits of operands.

RSA modular exponentiation, RSA CRT exponentiation.

ECC scalar multiplication, check point on elliptic curve.

ECDSA (Elliptic Curve Digital Signature Algorithm) signature and verification.
Support Montgomery multiplication, accelerate RSA, DH and ECC operations.

For details on PKCAU peripherals refer to Public Key Cryptographic Acceleration Unit
(PKCAU).

Cryptographic Acceleration Unit (CAU)

B DES, TDES and AES encryption / decryption algorithms are supported.
DES / TDES

B Supports the ECB and CBC chaining algorithms.
B two 32-bit initialization vectors (IV) are used in CBC mode.
B Data are transferred by DMA, CPU during interrupts, or without both of them.
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2.7.

2.7.1.

2.7.2.

AES

B Supports the ECB, CBC, CTR, GCM, GMAC, CCM, CFB and OFB chaining algorithms.

B Supports 128-bit, 192-bit and 256-bit keys.

m four 32-bit initialization vectors (IV) are used in CBC, CTR, GCM, GMAC, CCM, CFB
and OFB modes.

B Data can be transferred by DMA, CPU during interrupts, or without both of them.

For details on CAU peripherals refer to Cryptographic Acceleration Unit (CAU).

Hash Acceleration Unit (HAU)

B Federal Information Processing Standards Publication 180-2 (FIPS PUB 180-2).

B Secure Hash Standard specifications (SHA-1, SHA-224, SHA-256).

B Internet Engineering Task Force Request for Comments number 1321 (IETF RFC
1321) specifications (MD5).

B DMA transfer is supported.

For details on HAU peripherals refer to Hash Acceleration Unit (HAU).

True random number generator (TRNG)

B 32-bit random value seed is generated from analog noise, so the random number is a
true random number.

For details on TRNG peripherals refer to True random number generator (TRNG).

System monitoring

Users can avoid faults by monitoring the MCU's power supply, clock and other environments.
When the environment changes, corresponding countermeasures can be taken to ensure the
security of the system.

Tamper protection (with RTC)

Tamper detection is used to detect system-level or board-level intrusions. The open cap is
detected on the MCU pin and triggers the appropriate action. The TAMP detection of the RTC
is used to detect physical tampering on the system. When the tamper detection occurs, the
information saved in the RTC_BKPx register can be erased.

Power supply supervision

Power voltage monitors are used to detect abnormal levels. Below a certain voltage, normal
operation is not guaranteed, and this may be a sign of a fault injection attack.

Some attacks may target the microcontroller power supply to cause errors that can render

81



<

GigaDevice

GD32F5xx User Manual

2.7.3.

2.7.4.

2.7.5.

2.8.

security countermeasures ineffective. GD32F5xx supports low voltage detection (LVD),
triggering low voltage interruption, and users can make corresponding countermeasures in
the low voltage interruption.

Clock security system

Clock safety systems are used to prevent the failure of external oscillators. If a fault is detected
on the external clock, the microcontroller switches to use the internal clock to safely perform
the operation.

Missing clock sources can be intentional or unintentional. In either case, the device must take
appropriate measures to recover. The GD32F5xx supports external clock fault detection.
When the external clock is lost, users can switch to the internal clock source in time through
the NMI exception.

Temperature sensor

The temperature increase may be a way of fault injection attack scheme. GD32F5xx built-in
temperature sensor, can obtain MCU temperature changes through the internal ADC channel,
the user can set the temperature range according to the application. When the temperature
is detected beyond the preset range, the corresponding countermeasures are implemented.

Critical code execution time monitoring

FWDGT is generally used to solve code faults or jams. When FWDGT reaches a specified
timeout, the system will reset. FWDGT has a separate internal low-speed clock, which can
be used to control the execution time of critical code, such as encryption or flash programming.

Device UID

Each GD32 MCU has a unique 96-bit identifier that provides a single reference to any
device in any environment. The user can never modify, and the MCU's unique identifier
can be used to directly verify device identity.
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3. Flash memory controller (FMC)
3.1. Overview

The flash memory controller, FMC, provides all the necessary functions for the on-chip flash

memory. There is no waiting time while CPU executes instructions stored in the first 2048K

bytes of the flash. It provides page (4KB) erase, sector erase, mass erase, and double
word/word/half-word/byte program operations for flash memory.

The EFUSE controller has efuse macro that store system paramters. As a non-volatile unit of

storage, the bit of efuse macro cannot be restored to 0 once it is programmed to 1. According

to the software operation, the EFUSE controller can program all bits in the system parameters.
3.2. Characteristics

B Up to 7680KB of main flash memory for instruction and data.

B No waiting time within first 2048K bytes when CPU executes instructions (in case that
flash size less than 2048K, all memory is no waiting time). A long delay when CPU
fetches the instructions out of the range.

B 2 banks adopted for GD32F5xx. BankO is used for the first 2048KB and bank1 is for the
rest capacity.

B ECC with single bit error corrected and double bit errors detected.

B Double word programming, word/half-word/byte programming, page (4KB) erase, sector
erase and mass erase operation.

B Two option bytes blocks size of 16B for user application requirements.

B 64B OTPO (One-time program) block used for user data storage. Additional 128K bytes
OTP1 and 128B OTP2.

B 30K bytes information block for bootloader.

B Option bytes are uploaded to the option byte control registers on every system reset.

B Flash security protection to prevent illegal code/data access.

B Page erase/program protection to prevent unexpected operation.

B One-time programmable nonvolatile EFUSE storage cells.

B All bits in the EFUSE cannot be rollback from 1 to O.

B EFUSE can only be accessed through corresponding register.

3.3. Function overview
3.3.1. Flash memory architecture

For GD32F5xx with flash no more than 7680KB, with 16K bytes of 8 sectors, 64K bytes of 2
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sectors, 128K bytes of 30 sectors, 256K bytes of 14 sectors. Each sector can be erased
individually.

The flash memory structure is divided into 4MB dual bank, 2MB dual bank, 1MB single bank,
and 512KB single bank. Each type of structure can have an extended Bank1l flash memory
(Bank1_EXx), with the address of the Bank1_Ex fixed to start at 0x0840 0000 and the operation
mode being the same as Bankl. The details of the 4MB dual-bank structure are shown in
Table 3-1. GD32F5xx base address and size for 4MB dual bank flash memory. The 2MB
dual-bank structure is detailed in Table 3-2. GD32F5xx base address and size for 2MB
dual bank flash memory. The 1MB single-bank structure details are shown in Table 3-3.

GD32F5xx base address and size for 1MB single bank flash memory. The details of the

512KB single-bank structure are shown in Table 3-4. GD32F5xx base address and size for

512KB single bank flash memory.

Table 3-1. GD32F5xx base address and size for 4MB dual bank flash memory
Block Name Address size(bytes)
Sector 0 0x0800 0000 - 0x0800 3FFF 16KB
Sector 1 0x0800 4000 - 0x0800 7FFF 16KB
Sector 2 0x0800 8000 - 0x0800 BFFF 16KB
Sector 3 0x0800 C000 - 0x0800 FFFF 16KB
Sector 4 0x0801 0000 - 0x0801 FFFF 64KB
Sector 5 0x0802 0000 - 0x0803 FFFF 128KB
Sector 6 0x0804 0000 - 0x0805 FFFF 128KB

BankO
2MB

Sector 19 0x081E 0000 - 0x081F FFFF 128KB
Sector 20 0x0820 0000 - 0x0820 3FFF 16KB
Sector 21 0x0820 4000 - 0x0820 7FFF 16KB
Main Flash Block Sector 22 0x0820 8000 - 0x0820 BFFF 16KB
Sector 23 0x0820 C000 - 0x0820 FFFF 16KB
Sector 24 0x0821 0000 - 0x0821 FFFF 64KB
Sector 25 0x0822 0000 - 0x0823 FFFF 128KB
Sector 26 0x0824 0000 - 0x0825 FFFF 128KB

Bank1
2MB

Sector 39 | 0x083E 0000 - 0x083F FFFF 128KB
Sector40 0x0840 0000 - 0x0843 FFFF 256KB
Bankl_ Sector4l 0x0844 0000 - 0x0847 FFFF 256KB
Ex

3584KB
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Block Name Address size(bytes)
Sector53 0x0874 0000 - 0x0877 FFFF 256KB
Information Block Bootloader | Ox1FFF 0000- Ox1FFF 77FF 30KB
data area O0x1FFF 7800 - Ox1FFF 783F 64B
OTPO Block
lock area O0x1FFF 7840 - Ox1FFF 787F 64B
data area | Ox1FFO0 0000 - Ox1FF1 FFFF 128KB
OTP1 Block
lock area 0x1FF2 0200 - Ox1FF2 020F 16B
data area 0x1FF2 0000 - Ox1FF2 O1FF 512B
OTP2 Block
lock area 0x1FF2 0210 - Ox1FF2 022F 32B
] BankO option | Ox1FFF C000 - Ox1FFF COOF 16B
Option bytes Block -
Bank1 option | Ox1FFE C000 - Ox1FFE COOF 16B

NOTE:

1. The Information Block stores the boot loader. This block cannot be programmed or erased

by user.

2. For 4MB dual bank and 2MB dual bank structure, setting FMC_SWP in SYSCFG swaps
the BANKO and BANK1 logical addresses in the bus matrix without affecting the original erase
address. For example, if setting FMC_SWP to '1', the context in 0x0800 0000 can be erased
by page erase (PE_ADDR=0x0820 0000), sector erase (Sector 20) or mass erase (MER1=1).
If setting FMC_SWP to '0', the context in 0x0800 0000 can be erased by page erase

(PE_ADDR=0x0800 0000), sector erase (Sector 0) or mass erase (MERO0=1).

3. For the 1MB single bank or 512KB single bank structure, the FMC_SWP switching function

is not supported.

Table 3-2. GD32F5xx base address and size for 2MB dual bank flash memory

Block Name Address size(bytes)

Sector 0 0x0800 0000 - 0x0800 3FFF 16KB

Sector 1 0x0800 4000 - 0x0800 7FFF 16KB

Sector 2 0x0800 8000 - 0x0800 BFFF 16KB

Sector 3 0x0800 C000 - 0x0800 FFFF 16KB

Banko Sector 4 0x0801 0000 - 0x0801 FFFF 64KB

IMB Sector 5 0x0802 0000 - 0x0803 FFFF 128KB

Sector 6 0x0804 0000 - 0x0805 FFFF 128KB

Main Flash Block

Sector 11 0x080E 0000 - 0x080F FFFF 128KB

Sector 20 | 0x0810 0000 - 0x0810 3FFF 16KB

Sector 21 0x0810 4000 - 0x0810 7FFF 16KB

Bla'\:l;l Sector 22 | 0x0810 8000 - 0x0810 BFFF 16KB

Sector 23 | 0x0810 C000 - 0x0810 FFFF 16KB

Sector 24 0x0811 0000 - 0x0811 FFFF 64KB
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Block Name Address size(bytes)
Sector 25 | 0x0812 0000 - 0x0813 FFFF 128KB
Sector 26 0x0814 0000 - 0x0815 FFFF 128KB
Sector 31 0x081E 0000 - 0x081F FFFF 128KB
Sector40 0x0840 0000 - 0x0843 FFFF 256KB
Sector4l 0x0844 0000 - 0x0847 FFFF 256KB
Bankl_
Ex
3584KB
Sector53 0x0874 0000 - 0x0877 FFFF 256KB
Table 3-3. GD32F5xx base address and size for 1MB single bank flash memory
Block Name Address size(bytes)
Sector 0 0x0800 0000 - 0x0800 3FFF 16KB
Sector 1 0x0800 4000 - 0x0800 7FFF 16KB
Sector 2 0x0800 8000 - 0x0800 BFFF 16KB
Sector 3 0x0800 C000 - 0x0800 FFFF 16KB
Banko Sector 4 0x0801 0000 - 0x0801 FFFF 64KB
an
IMB Sector 5 0x0802 0000 - 0x0803 FFFF 128KB
Sector 6 0x0804 0000 - 0x0805 FFFF 128KB
Main Flash Block
Sector 11 0x080E 0000 - 0x080F FFFF 128KB
Sector40 0x0840 0000 - 0x0843 FFFF 256KB
Sector4l 0x0844 0000 - 0x0847 FFFF 256KB
Bankl
Ex
3584KB
Sector53 0x0874 0000 - 0x0877 FFFF 256KB
Table 3-4. GD32F5xx base address and size for 512KB single bank flash memory

Block Name Address size(bytes)
Sector 0 0x0800 0000 - 0x0800 3FFF 16KB
Sector 1 0x0800 4000 - 0x0800 7FFF 16KB
Sector 2 0x0800 8000 - 0x0800 BFFF 16KB
Main Flash Block SBf::Z Sector 3 0x0800 C000 - 0x0800 FFFF 16KB
Sector 4 0x0801 0000 - 0x0801 FFFF 64KB
Sector 5 0x0802 0000 - 0x0803 FFFF 128KB
Sector 6 0x0804 0000 - 0x0805 FFFF 128KB
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Block Name Address size(bytes)
Sector 7 | 0x0806 0000 - 0x0807 FFFF | 128KB
Sector40 | 0x0840 0000 - 0x0843 FFFF | 256KB
BankL_ Sector4l | 0x0844 0000 - 0x0847 FFFF | 256KB
Ex
3584KB
Sector53 | 0x0874 0000 - 0x0877 FFFF | 256KB
3.3.2. Error Checking and Correcting (ECC)

3.3.3.

The ECC mechanism supports:

One error detection and correction
Two errors detection

ECCEN bit of the option byte determines whether to enable ECC.

When one error is detected and corrected:

When occurred in reading from main flash / bootloader / OTPO / OTP1 / OTP2, the
ECCSEIF6 bit in SYSCFG_STAT register will be set. If the ECCSEIE6 bit in
SYSCFG_FLASH_ECC register is set, an IRQ101 interrupt is generated. The
ECCEADDRG6[31:0] in SYSCFG_FLASHECC_ADDR register and ECCSERRBITS6[5:0]
in SYSCFG_FLASH_ECC register notice error offset address and bits respectively.

When two errors are detected:

When occurred in load code from main flash / bootloader / OTP1, the LDECCDET bit in
FMC_STAT register will be set. If the LDECCIE bit in FMC_CTL register is set, an NMI
interrupt is  generated. FMC_LDECCADDRO / FMC_LDECCADDR1 /
FMC_LDECCADDR?2 registers will notice three error offset addresses in order. Must use
the double word programming main flash/ bootloader / OTP1 to ensure that this error is
detected correctly.

When occurred in reading from main flash / bootloader / OTPO / OTP1 / OTP2, the
ECCMEIF6 bit in SYSCFG_STAT regqister will be set. If the ECCMEIE6 bit in
SYSCFG_FLASH_ECC register is set, an NMI interrupt is generated. The
ECCEADDRG6[31:0] in SYSCFG_FLASHECC_ADDR register and ECCSERRBITS6[5:0]
in SYSCFG_FLASH_ECC register notice error offset address and bits respectively.

Note: Data in Flash memory are 72-bits words: 8 bits are added per double word (64 bits),
but the added 8bits are calculated by hardware and can not be accessed by user.

Read operations

The flash can be addressed directly as a common memory space. Any instruction fetchs and
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3.3.4.

3.3.5.

the data access from the flash are through the CBUS from the CPU.

Unlock the FMC_CTL/FMC_OBCTLXx register

After reset, the FMC_CTL register is not accessible in write mode, and the LK bitin FMC_CTL
register is 1. An unlocking sequence consists of two write operations to the FMC_KEY register
to open the access to the FMC_CTL register. The two write operations are writing 0x4567
0123 and OxCDEF 89AB to the FMC_KEY register. After the two write operations, the LK bit
in FMC_CTL register is reset to 0 by hardware. The software can lock the FMC_CTL again
by setting the LK bit in FMC_CTL register to 1. Any wrong operations to the FMC_KEY, set
the LK bit to 1, and lock FMC_CTL register, and lead to a bus error.

The FMC_OBCTLO registers are still protected even the FMC_CTL is unlocked. The
unlocking sequence is two write operations, which are writing 0x0819 2A3B and 0x4C5D
6E7F to FMC_OBKEY register. After the two write operations, the OB_LK bit in
FMC_OBCTLO register is reset to 0 by hardware. The software can lock the FMC_OBCTLXx
again by setting the OB_LK bit in FMC_OBCTLXx register to 1.

Page erase

The FMC provides additional page (4KB) erase function which is used to initialize the contents
of a main flash memory page to a high state. Each page can be erased independently without
affecting the contents of other pages. The following steps show the access sequence of the
registers for a page erase operation.

1. Unlock the FMC_CTL register if necessary.
Check the BUSY bit in FMC_STAT register to confirm that no flash memory operation is
in progress (BUSY equals to 0). Otherwise, wait until the operation has finished.

3.  Write Key value 0xA9B8 C7D6 in the FMC_PEKEY register to unlock the FMC_PECFG
register.

4. Setthe PE_EN bit in the FMC_PECFG register to enable page erase function.

5. Write the page address in the PE_ADDR[28:0] bit-field in the FMC_PECFG register. The
page address need to follow 4K-byte alignment.
Make sure the value of the SN[4:0] bit-field is 0 and set the SER bitin FMC_CTL register.

7. Send the sector erase command to the FMC by setting the START bit in FMC_CTL
register.

8. Wait until all the operations have finished by checking the value of the BUSY bit in
FMC_STAT register.

9. Clearthe PE_EN bit and SER bit to prevent misoperation next time.

10. Read and verify the sector if required using a CBUS access.

Note: Do not power off or reset during the erase process.

When ENDIE bit in the FMC_CTL register is set and the page erase operation is executed
successfully, the END in FMC_STAT register is set, and an interrupt will be triggered. Note
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3.3.6.

that a correct target page address (4KB alignment) must be confirmed. Or the software may
run out of control if the target erase page is being used to fetch codes or to access data. The
FMC will not provide any notification when this occurs. Additionally, the page erase operation
will be ignored on erase / program protected sectors. In this condition, a flash operation error
interrupt will be triggered by the FMC if the ERRIE bit in the FMC_CTL register is set. The
software can check the OPERR bit in the FMC_STAT register to detect this condition in the
interrupt handler. Figure 3-1. Process of page erase operation shows the page erase

operation flow.

Figure 3-1. Process of page erase operation

Unlock FMC_CTL register T

Is BUSY bit 0?

Unlock FMC_PECFG
register

'

Write page address into
PE_ADDR bhit-field and set
PE_EN

'

Set SER bit and clear SN
bit-field

'

Send the erase command
to FMC by setting START
bit

Is BUSY bit 0?

Finish

Sector erase

The FMC provides a sector erase function which is used to initialize the contents of a main
flash memory sector to a high state. Each sector can be erased independently without
affecting the contents of other sectors. The following steps show the access sequence of the
registers for a sector erase operation.
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1. Unlock the FMC_CTL register if necessary.

2. Check the BUSY bit in FMC_STAT register to confirm that no flash memory operation is
in progress (BUSY equals to 0). Otherwise, wait until the operation has finished.

3. Setthe SER bitin FMC_CTL register.

4.  Write the sector number SN bits in the FMC_CTL register.

5. Send the sector erase command to the FMC by setting the START bit in FMC_CTL
register.

6. Wait until all the operations have finished by checking the value of the BUSY bit in
FMC_STAT register.

7. Read and verify the sector if required using a CBUS access.

Note: Do not power off or reset during the erase process.

When ENDIE bit in the FMC_CTL register is set and the sector erase operation is executed
successfully, the END in FMC_STAT register is set, and an interrupt will be triggered by FMC
if the ENDIE bit in the FMC_CTL register is set. Note that a correct target sector number must
be confirmed. Or the software may run out of control if the target erase sector is being used
to fetch codes or to access data. The FMC will not provide any notification when this occurs.
Additionally, the sector erase operation will be ignored on erase/program protected sectors.
In this condition, a flash operation error interrupt will be triggered by the FMC if the ERRIE bit
in the FMC_CTL register is set. The software can check the OPERR bit in the FMC_STAT
register to detect this condition in the interrupt handler. Figure 3-2. Process of sector erase

operation shows the sector erase operation flow.

Figure 3-2. Process of sector erase operation

No
Unlock FMC_CTL register

Yes
Is BUSY bit 0?
Yes

Set the SER bit, write SN

bits

'

Send the command to FMC
by setting START bit

[«

Is BUSY bit 0?

Yes
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3.3.7.

Mass erase

The FMC provides a complete erase function which is used to initialize the main flash block
contents. This erase can affect only on BankO by setting MERO bit to 1, or only on
Bank1(include Bnak1_Ex) by setting MERL1 bit to 1, or on entire flash by setting MERO and
MERL1 bits to 1. The following steps show the mass erase register access sequence.

1.

6.

Unlock the FMC_CTL register if necessary.

Check the BUSY bit in FMC_STAT register to confirm that no flash memory operation is
in progress (BUSY equals to 0). Otherwise, wait until the operation has finished.

Set MERO bit in FMC_CTL register if erase BankO only. Set MER1 bit in FMC_CTL
register if erase Bankl(include Bnakl Ex) and only. Set MERO/MERL1 bits in FMC_CTL
register if erase entire flash.

Send the mass erase command to the FMC by setting the START bit in FMC_CTL
register.

Wait until all the operations have been finished by checking the value of the BUSY bit in
FMC_STAT register.

Read and verify the flash memory if required using a CBUS access.

Note: Do not power off or reset during the erase process.

When ENDIE bit in the FMC_CTL register is set and the mass erase operation is executed
successfully, the END in FMC_STAT register is set, and an interrupt will be triggered. Since
all flash data will be modified to a value of OXFFFF FFFF, the mass erase operation can be
implemented using a program that runs in SRAM or by using the debugging tool that accesses
the FMC registers directly.

Figure 3-3. Process of mass erase operation indicates the mass erase operation flow.
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3.3.8.

Figure 3-3. Process of mass erase operation
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Main flash programming

The FMC provides a 64-bit double word / 32-bit word / 16-bit half word / 8-bit byte
programming function which is used to modify the main flash memory contents. Programming
64-bit alignment area multiple times will reduce the security of ECC. For example, program
0x08000000(64-bit alignment address) 32-bit firstly, then it is not safe to program 0x08000004
32-bit. It is safe to program 0x08000008 32-bit. Therefore, it is highly recommennded to use
64-bit double word programming to ensure the security of ECC.

The following steps show the register access sequence of the word programming operation.

1. Unlock the FMC_CTL register if necessary.
Check the BUSY bit in FMC_STAT register to confirm that no flash memory operation is
in progress (BUSY equals to 0). Otherwise, wait until the operation has finished.

3. Setthe PG bitin FMC_CTL register.

4. Write the data to be programed by CBUS with desired absolute address (0x08XX XXXX).

If CBUS program is 32-bit and the DWPGE bit is set to 1(64-bit program to flash memory),
the CBUS write lower 32-bit firstly and then higher 32-bit to form a 64-bit data. The 64-bit data
is programmed to flash memory. The data to be programed must be double-word aligned.

Write a 32-bit word/16-bit half word/8-bit byte (must match PSZ bits in FMC_CTL register and
DWPGE=0) to desired absolute address by CBUS.
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Note: Multiple writes will reduce ECC security. Therefore, it is recommennded to write only
one time.

5. Wait until all the operations have been finished by checking the value of the BUSY bit in
FMC_STAT register.
6. Read and verify the Flash memory if required using a CBUS access.

When the operation is executed successfully, the END in FMC_STAT register is set, and an
interrupt will be triggered by FMC if the ENDIE bit in the FMC_CTL register is set. Note that
the double word/word/half word/byte programming operation must match DWPGE and PSZ
bits in FMC_CTL register. If not match, PGMERR bit in the FMC_STAT register will be set.
Note that the PG bit must be set before the word/half word/byte programming operation, or
else PGSERR bit in the FMC_STAT register will be set. Additionally, the program operation
will be ignored on erase/program protected sectors and WPERR bit in FMC_STAT is set. If
data or address is not aligned in 64bit program, PGAERR bit in FMC_STAT register is set. In
these conditions, a flash operation error interrupt will be triggered by the FMC if the ERRIE
bit in the FMC_CTL register is set. The software can check the PGMERR bit, PGSERR or
WPERR bit in the FMC_STAT register to detect which condition occurred in the interrupt
handler. Figure 3-4. Proccess of word program operation displays the word programming

operation flow.

Figure 3-4. Proccess of word program operation
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Note: Reading the flash should be avoided when a program/erase operation is ongoing in the
same bank. And flash memory accesses failed if the CPU enters the power saving modes.
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3.3.9.

OTP block programming

The FMC provides a 64bit double word / 8-bit byte programming function which is used to
modify OTPO / OTP1 / OTP2 contents. Additionally, 32-bit word / 16-bit half word
programming can be used to modify OTP1 data blocks / OTP2 data blocks. The programming
sequence is same as main flash programming. All OTP can only be programmed one time
and not be erased. Each byte of lock blocks can only be programmed one time from OxFF to
0x00, no other value.

The OTPO block can be divided to 64 data blocks which has 1 byte each and 1 lock block
which has 64 bytes. The lock block address is from Ox1FFF 7840 to Ox1FFF 787F. The data
block address is from Ox1FFF 7800 to Ox1FFF 783F. Each lock byte (0x00: lock OxFF:no lock)
can lock corresponding data blocks to prevent program to this data block. The lock byte 0 on
Ox1FFF 7840 locks data block 0 on Ox1FFF 7800. The lock byte 1 on Ox1FFF 7841 locks data
block 1 on Ox1FFF 7801, and so on.

Table 3-5. OTPO lock

Lock byte|Lock byte addr|Locked data block|Lockeddata address
0 Ox1FFF 7840 0 Ox1FFF 7800
1 OX1FFF 7841 1 Ox1FFF 7801
62 Ox1FFF 787E 62 Ox1FFF 783E
63 Ox1FFF 787F 63 Ox1FFF 783F

The OTPL1 block can be divided to 16 data blocks which has 8K bytes each and 1 lock block
which has 16 bytes. The lock block address is from Ox1FF2 0200 to Ox1FF2 020F. The data
block address is from Ox1FFO0 0000 to Ox1FF1 FFFF. Each lock byte (0x00: lock OxFF:no lock)
can lock corresponding data blocks to prevent program to this data block. The lock byte 0 on
0x1FF2 0200 locks data block 0 on 0x1FFO 0000. The lock byte 1 on 0x1FF2 0201 locks data
block 1 on 0x1FFO 2000, and so on. OTP1 data blocks can be read or not determined by
OTP1RENJ[15:0] in FMC_OPTI1CFG register. Reading a locked block of data will cause a bus
error.

Table 3-6. OTP1 lock

Lock byte|Lock byte addr|Locked data block Lockeddata address
0 Ox1FF2 0200 0 0x1FFO0 0000 - Ox1FFO 1FFF
1 Ox1FF2 0201 1 0x1FFO0 2000 - 0x1FFO0 3FFF
14 0x1FF2 020E 14 0x1FF1 C000 - Ox1FF1 DFFF
15 Ox1FF2 020F 15 O0x1FF1 EO0O - Ox1FF1 FFFF
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3.3.10.

The OTP2 block can be divided to 16 data blocks which has 32 bytes each and 1 lock block
which has 32 bytes. The lock block address is from 0x1FF2 0210 to Ox1FF2 022F. The data
block address is from 0x1FF2 0000 to Ox1FF2 O1FF.

The OTP2 write lock block address is from 0x1FF2 0210 to Ox1FF2 021F. Each lock byte
(Ox00: lock 0xFF:no lock) can lock corresponding data blocks to prevent program to this data
block. The lock byte 0 onOx1FF2 0210 locks data block 0, and so on.

The OTP2 read lock block address is from Ox1FF2 0220 to Ox1FF2 022F. Each lock byte
(0Ox00: lock OxFF: no lock) can lock corresponding data blocks to prevent read access. The
lock byte 16 on Ox1FF2 0220 locks data block 0, and so on. When the RLBE bitin FMC_CTL
is set, the OTP2 data block corresponding to the read lock block cannot be read. For example,
security verification data is stored in OTP2, and the security startup program starting from
OTP1 can read OTP2 information for verification. After the verification is completed, the RLBE
is set and then jumps to other programs. the OTP2 data block corresponding to the read lock
block cannot be read until the next reset.

Table 3-7. OTP2 lock

Write Write lock | Read lock | Read lock |[Locked data
Lockeddata address
lock byte byte addr byte byte addr block
0 Ox1FF2 0210 16 Ox1FF2 0220 0 Ox1FF2 0000 - Ox1FF2 001F
Ox1FF2 0211 17 Ox1FF2 0221 1 Ox1FF2 0020 - Ox1FF2 003F
15 Ox1FF2 021F 31 Ox1FF2 022F 15 Ox1FF2 01EO - Ox1FF2 O1FF

Option bytes modify

The FMC provides an erase and then program function which is used to modify the option
bytes block in flash. The following steps show the erase sequence.

1. Unlock the FMC_OBCTLX register if necessary.
Check the BUSY bit in FMC_STAT register to confirm that no Flash memory operation
is in progress (BUSY equals to 0). Otherwise, wait until the operation has finished.

3. Write the option byte value in FMC_OBCTLO and FMC_OBCTL1 registers.

4. Send the option bytes erase command to the FMC by setting the OB_START bit in
FMC_OBCTLO register.

5. Wait until all the operations have been finished by checking the value of the BUSY bit in
FMC_STAT register.

6. Read and verify the Flash memory if required.

When the operation is executed successfully, the END in FMC_STAT register is set, and an
interrupt will be triggered by FMC if the ENDIE bit in the FMC_CTL register is set.
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3.3.11.

Option bytes description

The option bytes block is reloaded to FMC_OBCTLO and FMC_OBCTL1 registers after each
system reset, and the option bytes take effect. Table 3-8. Option byte is the detail of option

bytes.

Table 3-8. Option byte

Address

Name

Description

Ox1FFF C000

USER

[7]: NRST_STDBY

0: generates a reset instead of entering standby mode

1: no reset when entering standby mode (Factory value)
[6]: NRST_DPSLP

0: generates a reset instead of entering Deep-sleep mode
1: no reset when entering Deep-sleep mode (Factory value)
[5]: \WDG_HW

0: hardware free watchdog

1: software free watchdog (Factory value)

[4]: BB

0: boot from bankO, when configured boot from main
memory (Factory value)

1: boot from bankl or bankO if bankl is void, when
configured boot from main memory. Set NWA bit in this
case will improve software performance.

[3:2]: BOR_TH (Brown out reset threshold)

00: BOR threshold value 3

01: BOR threshold value 2

10: BOR threshold value 1

11: NO BOR function (Factory value)

[1]: ECCEN

0: disable ECC

1: enable ECC (Factory value)

Note: This bit is only valid after power reset. If ECCEN is
set from 0 to 1, backup SRAM must be rewriten before use
it.

[0]: Reserved

Ox1FFF C001

SPC

Security Protection Code

OxAA: No protection (Factory value)

any value except OxXAA or OXCC: Protection level low
O0xCC: Protection level high

Ox1FFF C008

WPO

[7:0]: WPO[7:0]

Sector Erase/Program Protection bit 7 to O

0: Erase/program protection when DRP is 0. No effect when
DRPis 1.
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Address

Name

Description

1: No effect when DRP is 0. Erase/program protection and
CBUS read protection when DRP is 1 (Factory value).

Ox1FFF C009

WPO

[7]: DRP

CBUS data read protection bit.

0: The WPO bits used as erase/program protection of each
sector (Factory value).

1: The WPO bits used as erase/program protection and
CBUS read protection of each sector

[6]: Reserved

[5]: NWA

No waiting time area select

0: Bank1l

1: BankO (Factory value)

Note: This bit is only valid after power reset. This bit is only
valid for 4MB dual bank series.

[4]: Reserved

[3:0]: WPO[11:8]

0: Erase/program protection when DRP is 0. No effect when
DRPis 1.

1: No effect when DRP is 0. Erase/program protection and
CBUS read protection when DRP is 1.

Ox1FFF CO0C

WPO

[7:0]: WP0[19:12]

0: Erase/program protection when DRP is 0. No effect when
DRPis 1.

1: No effect when DRP is 0. Erase/program protection and
CBUS read protection when DRP is 1.

Ox1FFE C008

WP1

[7:0]: WP1[7:0]

Sector Erase/Program Protection bit 7 to 0 for Bank1l

0: Erase/program protection when DRP is 0. No effect when
DRPis 1.

1: No effect when DRP is 0. Erase/program protection and
CBUS read protection when DRP is 1.

Ox1FFE C009

WP1

[7:4]: Reserved

[3:0]: WP1[11:8]

Sector Erase/Program Protection bit 11 to 8 for Bankl

0: Erase/program protection when DRP is 0. No effect when
DRPis 1.

1: No effect when DRP is 0. Erase/program protection and
CBUS read protection when DRP is 1

Ox1FFE C0O0C

WP1

[7:0]: WP1[19:12]
Sector Erase/Program Protection bit 12 to 19 for Bankl

0: Erase/program protection when DRP is 0. No effect when
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Address Name Description
DRPis 1.
1: No effect when DRP is 0. Erase/program protection and
CBUS read protection when DRP is 1
3.3.12. Sector erase/program protection

3.3.13.

The FMC provides sector erase/program protection functions to prevent inadvertent
operations on the Flash memory. The sector erase or program will not be accepted by the
FMC on protected sectors. If the sector erase or program command is sent to the FMC on a
protected sector, the WPERR bit in the FMC_STAT register will then be set by the FMC. Note
that the WPERR also set when sector erase while MERO/MERL1 set or SN not valid. If the
WPERR bit is set and the ERRIE bit is also set to 1 to enable the corresponding interrupt,
then the Flash operation error interrupt will be triggered by the FMC to draw the attention of
the CPU. The sector protection function can be individually enabled by configuring the
WPO0[19:0] / WP1[19:0] bit field to 0 when DRP is 0 or to 1 when DRP is 1 in the option bytes.

Table 3-9. WPO/WP1 bit for sectors protected

WPO/WP1 bit sectors protected
WPO[0] Sector0
WPO[1] Sectorl
WPO[2] Sector2

WPO[18] Sectorl8
WPO0[19] Sectorl9
WP1[0] Sector20
WP1[1] Sector21
WP1[2] Sector22
WP1[18] Sector38
WP1[19] Sector39~Sector53

CBUS read protection

The FMC provides CBUS data read protection functions to prevent CBUS read operations on
corresponding sector when DRP set to 1. The CBUS read will not be accepted by the FMC
on protected sectors. If the CBUS read command is sent to the FMC on a protected sector,
the RDCERR bit in the FMC_STAT register will then be set by the FMC. If the RDCERR bit
is set and the ERRIE bit is also set to 1 to enable the corresponding interrupt, then the Flash
operation error interrupt will be triggered by the FMC to draw the attention of the CPU. The
sector protection function can be individually enabled by configuring the WPO [19:0]/WP1
[19:0] bit field to 1 and set DRP to 1 in the option bytes.
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3.3.14.

3.3.15.

If the DRP is 1, modify DRP to O or change WPO [19:0)/WP1 [19:0] bit field from 1 to 0 must
performed during changing the security protection level low to no security protection.
Otherwise, the option byte modification ignored and WPERR bit in the FMC_STAT register
will then be set by the FMC. If the WPERR bit is set and the ERRIE bit is also set to 1 to
enable the corresponding interrupt, then the Flash operation error interrupt will be triggered
by the FMC to draw the attention of the CPU.

Security protection

The FMC provides a security protection function to prevent illegal code/data access on the
Flash memory. This function is useful for protecting the software/firmware from illegal users.
Table 3-10. Security protection shows different configurations. There are 3 levels for
protecting:

No protection: when setting EFSPC=0 in EFUSE control and SPC byte to 0XAA, no protection
performed. The main flash and option bytes block are accessible by all operations.

Protection level low: when setting EFSPC=1 in EFUSE control or SPC byte to any value
except OXAA or 0xCC, protection level low performed. The main flash can only be accessed
by user code. In debug mode, boot from SRAM or boot from boot loader mode, all operations
to main flash is forbidden. If a read operation is executed to main flash in debug mode, boot
from SRAM or boot from boot loader mode, a bus error will be generated. If a program/erase
operation is executed to main flash in debug mode, boot from SRAM or boot from boot loader
mode, the WPERR bit in FMC_STAT register will be set. At protection level low, option bytes
block are accessible by all operations. If program back to no protection level by setting SPC
byte to OXAA, a mass erase for main flash will be performed.

Note: User should not perform other operations (e.g. reset) before the mass erase is finished.

Protection level high: when setting SPC byte to 0xCC, protection level high performed. When
this level is programmed, debug mode, boot from SRAM or boot from boot loader mode are
disabled. The main flash block is accessible by all operations from user code. The option
bytes cannot be reprogrammed. So, if protection level high is programmed, it cannot move
back to protection level low or no protection level.

Table 3-10. Security protection
EFSPC SPC[7:0] Security Protection
0 OxAA No protection

1/0 |except OXAA or OXCC| Protection level low

1 except OxCC Protection level low
1/0 0xCC Protection level high

EFUSE macro description

The efuse macro stores 2 system parameters.
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3.3.16.

3.3.17.

Table 3-11. system parameters shows the details of each efuse byte.

Table 3-11. system parameters

Width| Start Program- o
Parameter Read-protected Description Note
/B | address | protected

Read out and Control bytes of relevant

Can write ]
) take effect after |parameters required for MCU
multiple
EFUSE ) system reset startup.
1B 1 times, but ) User
control and keep For more details, refer to
can not ]
unchanged, bus |[EFUSE control register
rollback
readable (EFUSE CTL)
Can write

) User defined data
multiple Read out after )
) For more detalils, refer to
User data 1B 2 times, but |system reset, ] User
EFUSE user data register

(EFUSE USER DATA)

can not bus readable

rollback

Note: System parameters must be read by its size. And it is also recommended to write
according to its size too. The value in efuse macro will be loaded after system reset.

EFUSE read operation

The value of the efuse can only be accessed through the corresponding register. After system
reset, the efuse value take effect and reloaded to corresponding register. When read the
EFUSE control and User data related bytes in the efuse, user need to follow the following

steps:

1. Make sure system clock comes directly from IRC16M and the Vcore voltage is 1.1V.

2. Clear the RDIF bitin EFUSE_CS and make sure there are no overstep boundary errors.
3. Clear the EFRW bit in EFUSE_CS.

4.  Write the desired efuse address and size to EFUSE_ADDR register.

5. Setthe EFSTR bit EFUSE_CS register.

6. Wait until the reading operation has been finished by checking the RDIF bit in

EFUSE_CS reqister.
7. Read the register value corresponding to the efuse.

When the read operation is executed successfully, the RDIF in EFUSE_CS register is set,
and an interrupt will be triggered by EFUSE if the RDIE bit in the EFUSE_CS register is set.

EFUSE program operation

The value of the efuse can only be modified through the corresponding register.
The following steps show the register access sequence of the efuse writing operation.

1. Make sure system clock comes directly from IRC16M and the Vcore voltage is 1.1V.

100



<

GigaDevice GD32F5xx User Manual
Clear the PGIF bit if it is SET, and make sure there are no overstep boundary errors.
SET the EFRW bit in EFUSE_CS.

Write the desired efuse address and size to EFUSE_ADDR register.

Write the data to the corresponding register.

Set the EFSTR bit EFUSE_CS register.

Wait until the writing operation has been finished by checking the PGIF bit in EFUSE_CS
register.

N o o~ owN

When the write operation is executed successfully, the PGIF in EFUSE_CS register is set,
and an interrupt will be triggered by EFUSE if the PGIE bit in the EFUSE_CS register is set.
It should be noted that the address and size of the written data must match the corresponding
fuse register. If not match, OVBERIF bit in the EFUSE_CS register will be set, and an interrupt
will be triggered by EFUSE if the OVBERIE bit in the EFUSE_CS register is set.

101



<

GigaDevice GD32F5xx User Manual

3.4. Register definition
FMC base address: 0x4002 3C00

3.4.1. Unlock key register (FMC_KEY)

Address offset: 0x04
Reset value: 0x0000 0000

This register has to be accessed by word(32-bit).

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
‘ KEY[31:16]
w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
‘ KEY[15:0]
w
Bits Fields Descriptions
31:.0 KEY[31:0] FMC_CTL unlock register

These bits can only be written by software.
Write KEY[31:0] with keys to unlock FMC_CTL register.

3.4.2. Option byte unlock key register (FMC_OBKEY)

Address offset: 0x08
Reset value: 0x0000 0000

This register has to be accessed by word(32-bit).

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
‘ OBKEY[31:16]
w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
‘ OBKEY[15:0]
w
Bits Fields Descriptions
31:.0 OBKEY[31:0] FMC_OBCTLx option byte operation unlock register

These bits are only can be written by software
Write OBKEY[31:0] with keys to unlock option byte command in
FMC_OBCTLX register.
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3.4.3. Status register (FMC_STAT)

Address offset: 0x0C
Reset value: 0x0000 0000

This register has to be accessed by word(32-bit).

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Reserved ‘ BUSY ‘
r
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
LDECCD
Reserved RDCERR | PGSERR | PGMERR | PGAERR | WPERR | Reserved OPERR END
ET
rc_wl rc_wil rc_wl rc_wil rc_wl rc_wil rc_wl rc_wl
Bits Fields Descriptions
31:17 Reserved Must be kept at reset value
16 BUSY The flash is busy bit.

When the operation is in progress, this bit is set to 1. When the operation is end or
an error is generated, this bit is cleared to 0.

15:9 Reserved Must be kept at reset value.

8 RDCERR Read CBUS protection error flag bit.
This bit is set by hardware when a CBUS read to the sector which is a CBUS read
protection sector. The software can clear it by writing 1.

7 PGSERR Program sequence error flag bit.
This bit is set by hardware when program to flash while the PG bit in FMC_CTL
registers is not set.

The software can clear it by writing 1.

6 PGMERR Program size not match error flag bit.
This bit is set by hardware when program write size (byte/half-word/word access)
does not match the PSZ bits in FMC_CTL registers.
The software can clear it by writing 1.

5 PGAERR Program alignment error flag bit
This bit is set by hardware when write data or address is not alignment in double
word program.

The software can clear it by writing 1.

4 WPERR Erase/Program protection error flag bit.
When erase/program on protected pages, this bit is set by hardware.
The software can clear it by writing 1.

3 Reserved Must be kept at reset value.
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2 LDECCDET Two bits ECC error flag bit when load code.
When detected ECC two bits error, this bit is set by hardware.
The software can clear it by writing 1.
1 OPERR Flash operation error flag bit.
This bit is set by hardware when an error (an error while sets
RDCERR/PGSERR/PGMERR/WPERR bit) occurs on a flash operation and
ERRIE bit in FMC_CTL register is set.
The software can clear it by writing 1.
0 END End of operation flag bit.
When the operation executed successfully, this bit is set by hardware.
The software can clear it by writing 1.
3.4.4. Control register (FMC_CTL)
Address offset: 0x10
Reset value: 0x8000 0000
This register has to be accessed by word(32-bit)
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
‘ LK ‘ RLBE ‘ NWLDE ‘ Reserved ‘LDECCIE‘ ERRIE ‘ ENDIE ‘ Reserved ’ START ‘
rs w w rw 1\ rw rs
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
‘ MER1 ‘ Reserved ‘ SN[5] ‘ DWPGE ‘ PSZ[1:0] ‘ SN[4:0] ’ MERO ‘ SER ’ PG ‘
rw rw rw w 1\ rw w rw
Bits Fields Descriptions
31 LK FMC_CTL lock bit
This bit is cleared by hardware when right sequence written to FMC_KEY register.
This bit can be set by software.
30 RLBE Enable read lock block for OTP2.
This bit can only be set to 1 to enable read lock block for OTP2. Once the software
sets the value to 1, the data block corresponding to the read lock block cannot be
read.
Reset value is restored after reset.
29 NWLDE Enable no waiting time area load when system reset. This bit is only restored by
power on reset.
0: don’t copy flash content to buffer memory when system reset.
1: copy flash content to buffer memory when system reset. Don’t support in JTAG
debug mode.
28:27 Reserved Must be kept at reset value.
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26 LDECCIE Load code ECC error interrupt enable bit.
This bit is set or cleared by software.
0: no interrupt generated by hardware
1: error interrupt enable

25 ERRIE Error interrupt enable bit.
This bit is set or cleared by software.
0: no interrupt generated by hardware

1: error interrupt enable

24 ENDIE End of operation interrupt enable bit.
This bit is set or cleared by software.
0: no interrupt generated by hardware
1: end of operation interrupt enable

23:17 Reserved Must be kept at reset value.

16 START send erase command to FMC bit.
This bit is set by software to send erase command to FMC. This bit is cleared by
hardware when the BUSY bit is cleared.

15 MER1 main flash mass erase for banklcommand bit.
This bit is set or cleared by software.
0: no effect

1: main flash mass erase command for bank1

14:12 Reserved Must be kept at reset value.
11 SNI[5] Refer to SN[4:0].
10 DWPGE Double word program size bit enable.

0: Refer to PSZ[1:0]

1: Double word Program size

9:8 PSZ[1:0] Program size bit when DWPGE=0.
The bits are set or cleared by software.
00: Program by byte access
01: Program by half-word access
10/11: Program by word access

7:3 SN[4:0] Select which sector number to be erased.
SN[5:0]
000000: select sector 0
000001: select sector 1

110100: select sector 52
110101 select sector 53
110110-111111: Reserved
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2 MERO main flash mass erase for bankO command bit.
This bit is set or cleared by software.
0: no effect
1: main flash mass erase command for bankO
1 SER main flash sector erase command bit.
This bit is set or cleared by software.
0: no effect
1: main flash sector erase command
0 PG main flash program command bit.
This bit is set or cleared by software.
0: no effect
1: main flash program command
NOTE: This register should be reset after the corresponding flash operation completed.
3.4.5. Option byte control register 0 (FMC_OBCTLO)
Address offset: 0x14
Reset value: OxXXXX XXXX, the initial value is Ox3FFF AAED. Load Flash values after reset.
This register has to be accesse